
EEGAP: ECC-based Efficient Group 
Authentication Protocol for dynamic 
vehicular platoon 
Article 

Accepted Version 

Cheng, H., Wang, Z., Song, J., Zhong, Q., Pooranian, Z. and 
Martinelli, F. (2025) EEGAP: ECC-based Efficient Group 
Authentication Protocol for dynamic vehicular platoon. IEEE 
Transactions on Intelligent Transportation Systems, 26 (11). 
20392 -20406. ISSN 1524-9050 doi: 
10.1109/TITS.2025.3589792 Available at 
https://centaur.reading.ac.uk/124260/ 

It is advisable to refer to the publisher’s version if you intend to cite from the 
work.  See Guidance on citing  .

To link to this article DOI: http://dx.doi.org/10.1109/TITS.2025.3589792 

Publisher: IEEE 

All outputs in CentAUR are protected by Intellectual Property Rights law, 
including copyright law. Copyright and IPR is retained by the creators or other 
copyright holders. Terms and conditions for use of this material are defined in 
the End User Agreement  . 

www.reading.ac.uk/centaur   

http://centaur.reading.ac.uk/71187/10/CentAUR%20citing%20guide.pdf
http://www.reading.ac.uk/centaur
http://centaur.reading.ac.uk/licence


CentAUR 

Central Archive at the University of Reading 
Reading’s research outputs online



IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS 1

EEGAP: ECC-Based Efficient Group Authentication
Protocol for Dynamic Vehicular Platoon

Hongyuan Cheng , Zihan Wang, Jingcheng Song , Member, IEEE, Qi Zhong,
Zahra Pooranian, Senior Member, IEEE, Fabio Martinelli, Senior Member, IEEE,

and Mohammad Shojafar , Senior Member, IEEE

Abstract— Vehicular platooning has emerged as a promis-
ing paradigm in intelligent transportation, offering significant
benefits such as reduced energy consumption, improved road
throughput and mitigated traffic congestion. However, the open
nature of vehicular communication channels exposes platoons
to a wide range of security and privacy threats. Although
existing group key-based protocols provide foundational security
services, they often incur substantial computation overhead and
insufficiently address vehicle privacy, making them unsuitable
for dynamic vehicular platoon. Therefore, this paper introduces
an efficient group authentication protocol (EEGAP) for dynamic
vehicular platoons, which ensures privacy-preserving and secure
communication during platoon restructuring operations, such as
merging and splitting, by integrating anonymous authentication,
fog computing, and group key agreement mechanisms. Lever-
aging Elliptic Curve Cryptography (ECC) and secret sharing
mechanisms, EEGAP enables lightweight yet robust group key
negotiation, reducing computation overhead by 7.08% and com-
munication overhead by 6.85% compared to existing schemes.
Both formal security proofs and informal analysis confirm that
EEGAP satisfies the stringent security requirements of vehicular
platoon communication systems.

Index Terms— Anonymous authentication, secure communica-
tion, group key agreement, fog computing, vehicular platoon.

I. INTRODUCTION

VEHICULAR platoon [1] is considered a significant
research hotspot in vehicular ad hoc networks (VANETs)

and plays a crucial role in advancing intelligent transporta-
tion systems (ITS) [2]. A vehicular platoon consists of a
platoon head vehicle leading several member vehicles at
a fixed inter-vehicle distance. In particular, platoon control
is mainly concerned with maintaining the required fixed

Received 2 August 2024; revised 14 December 2024 and 19 April 2025;
accepted 4 July 2025. This work was supported in part by RDS—PTR25-
27 P2.1 Cybersecurity, in part by the Key Science and Technology Research
and Development Plan of Ningbo in 2023, and in part by the Third Batch
of Approval Projects under Grant 2023Z228. The Associate Editor for this
article was K. C. Leung. (Corresponding author: Zahra Pooranian.)

Hongyuan Cheng, Zihan Wang, and Jingcheng Song are with the School of
Computer Science and Engineering, Linyi University, Linyi 276000, China.

Qi Zhong is with the Faculty of Data Science, City University of Macau,
Macau 999078, China.

Zahra Pooranian is with the Department of Computer Science, University
of Reading, RG6 6UR Reading, U.K. (e-mail: zahra.pooranian@gmail.com;
z.pooranian@reading.ac.uk).

Fabio Martinelli was with the Consiglio Nazionale delle Ricerche
(CNR), 56124 Pisa, Italy. He is now with the Institute for High Perfor-
mance Computing and Networking, National Research Council of Italy,
87036 Rende, Italy.

Mohammad Shojafar is with 5G and 6G Innovation Centre (5G/6GIC),
University of Surrey, GU2 7XH Guildford, U.K.

Digital Object Identifier 10.1109/TITS.2025.3589792

distance between vehicles, which is divided into two main con-
trol strategies: the leader-predecessor and bidirectional-leader
strategies [3]. The bidirectional leader strategy is widely used
in the platoon system to maintain a fixed distance between
vehicles, due to its feasibility and lower cost compared than
the leader-predecessor strategy. Based on the bidirectional-
leader topology, the platoon head vehicle collects crucial data
(road conditions, speed, platoon length, etc.) from member
vehicles and infrastructure for platoon topology adjustments.
Meanwhile, member vehicles exchange information with their
neighbors and rely on the platoon head vehicle for out-
of-platoon communication [4]. Ultimately, a central server
integrates data from multiple platoons for global scheduling
and management. To reduce reliance on central servers, fog
computing [5] has been adopted to offload data processing
to fog nodes (FNs), lowering bandwidth usage, computational
cost, and latency [6].

Furthermore, there are two primary communication modes
in fog-assisted vehicular platoon systems: in-platoon com-
munication and out-of-platoon communication. The platoon
head vehicle plays a pivotal role in platoon, as depicted in
Fig. 1, which is responsible for platoon decisions, including
speed control and topology adjustments (platoon splitting
and merging) and interactions between the vehicular platoon
and out-of-platoon entities via vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure (V2I) [7], both of which occur over
public channels. Here, V2V enables communication within the
platoon, while V2I connects the platoon head vehicle with
infrastructures (roadside units (RSUs) or FNs).

However, open wireless communication exposes vehicular
platoon systems to significant privacy and security vulnerabil-
ities [8]. Privacy risks arise as vehicle messages often contain
sensitive information, such as vehicle identity, location, and
route history [9], [10]. Malicious attackers can extract this
sensitive information from vehicle messages transmitted over
public channels using data mining techniques, thereby posing
significant risks to the safety and privacy of users [11].
Security threats pose a major challenge to vehicular pla-
toon communication. Attackers may launch disruptive attacks,
including spoofing, replay, and tampering, to manipulate pla-
toon coordination or gain unauthorized access. Such attacks
can compromise the integrity, availability, and confidentiality
of the platoon communication systems, ultimately affecting
platoon safety. Therefore, effectively addressing the afore-
mentioned privacy and security threats faced by vehicular
platoon communication systems is a critical requirement for
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their practical deployment. It is crucial to ensure the privacy,
confidentiality, and reliability of messages transmitted over
wireless channels.

A. Motivations

In fog-assisted vehicular platoon communication systems,
secure authentication and group key management technologies
are essential for ensuring the integrity and confidentiality
of messages within the platoon [12]. However, most exist-
ing research on group authentication primarily targets static
platoon topologies and ignores the challenges of dynamic
topology adjustments, such as platoon merging and splitting,
for platoon secure communication. Dynamic topology adjust-
ments are fundamental for the practical deployment of platoon
systems, as they enable flexibility adapt to changing traffic
conditions, vehicle join/leave events.

Platoon merging and splitting introduce specific challenges
in maintaining platoon secure communication. During platoon
merging, it is crucial to enable leaders of merging platoons
to rapidly and securely negotiate a new group key, ensuring
a unified, secure communication environment for all platoon
members. In contrast, during platoon splitting, each newly
formed platoon must independently generate a new group key
to maintain communication confidentiality.

These dynamic topology changes directly impact group
key management and member authentication, both critical for
platoon communication security. Existing schemes face key
limitations in dynamic environments: Firstly, most existing
studies only focus on static or fixed platoon topologies, mak-
ing them inefficient in securely updating group keys during
platoon merging and splitting. Secondly, secure platoon com-
munication relies on group key encryption, but improper key
management during topology changes can lead to unauthorized
access or key leakage. Additionally, most related work does
not meet all the features presented in Table III, and thus
cannot provide stronger security and privacy protection for
platoon communication systems. Finally, existing group key
management schemes typically rely on a central server for
key agreement and are built on computationally expensive
cryptographic primitives (e.g., bilinear pairing), which make
them unsuitable for resource-constrained vehicular environ-
ments [13], [14]. Thus, developing communication protocols
that efficiently and securely support dynamic topology adjust-
ments is essential for ensuring seamless platoon coordination,
maintaining vehicular platoon system integrity, and optimizing
vehicular platoon capacity.

B. Contributions

This paper proposes an Efficient and Secure Authentication
and Group Key Negotiation Protocol (EEGAP) to address the
critical challenges of privacy, confidentiality, and communi-
cation efficiency in dynamic vehicular platoons with group
key assistance. The proposed protocol is designed to enable
seamless service provisioning, enhance vehicular privacy, and
establish a secure, robust and trustworthy communication envi-
ronment. The main contributions of EEGAP are as follows:
• Efficient authentication mechanism for dynamic

platoons. We introduce an efficient authentication

mechanism for dynamic vehicular platoons, enabling
the platoon head vehicle to securely authenticate with
forwarding nodes (FNs) or member vehicles while pre-
serving identity privacy. Each vehicle autonomously
generates a pseudonym, leveraging a public-private key
pair initially provisioned by a Trusted Authority (TA),
with the final public-private key independently derived by
the vehicle itself. This approach eliminates the need for
key escrow, thereby enhancing security and trust. Further-
more, by leveraging the capabilities of FNs, the proposed
protocol significantly reduces computational overhead,
ensuring lightweight and efficient identity verification in
platoon communication.

• Optimized Group Session Key Negotiation. During
the vehicular platoon splitting, Shamir’s secret sharing
is utilized to broadcast the group session key across the
new platoon efficiently. This method significantly reduces
communication overhead while maintaining strong secu-
rity guarantees. The proposed approach ensures that
newly formed platoons can rapidly establish secure com-
munication channels without exposing key material to
unauthorized entities.

• Formal Security Model and Performance Evalua-
tion. We conduct a rigorous formal security analysis,
demonstrating that EEGAP satisfies the stringent secu-
rity and privacy requirements of vehicular platoon
communication, effectively mitigates various potential
attacks. Additionally, performance evaluations confirm
that EEGAP outperforms existing schemes in terms
of computation efficiency and communication overhead,
making it a practical for real-world deployment in
dynamic vehicular platoon systems.

The rest of this paper is organized as follows. Section II
introduces the related work of this paper. Section III presents
the preliminaries. Section IV describes the system model,
threat model, and security objectives. Section V proposes the
EEGAP scheme, while Section VI provides security proofs
and analysis. Section VII discusses the computational and
communication costs of the proposed scheme compared to
existing alternatives. Finally, Section VIII concludes the paper.

II. RELATED WORK

Authentication and key negotiation are critical for prevent-
ing unauthorized access and ensuring secure communication
within vehicular platoon systems. The security of dynamic
platoon adjustments relies heavily on robust authentication and
group key negotiation protocols. Table I provides a compar-
ative summary of existing certifiable group key negotiation
schemes for vehicular networks.

Harishma et al. [15] proposed a mutual authentication
and key exchange protocol for secure communication„ while
Mansour et al. [16] introduced a centralized group key man-
agement protocol. However, both schemes [15], [16] impose
a significant computational burden on the central server, as it
must handle multiple cryptographic operations for node man-
agement. Zhang et al. [17] proposed a broadcast authentication
scheme aimed at improving authentication efficiency between
vehicles and fog nodes in a privacy-preserving manner. Never-
theless, the above schemes suffer from the potential problem
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TABLE I
COMPARISON OF DIFFERENT SCHEMES WITH THE EEGAP IN TERMS OF ADVANTAGES AND LIMITATIONS

that it requires real-time participation from a central authority
in all authentication and session key negotiations, leading to
excessive computational and communication overhead.

To mitigate reliance on a central authority for authentication
and session key negotiation, Zhang et al. [18] proposed a
mutual authentication scheme between vehicles and edge
computing devices. This scheme integrates pseudonymous
with Elliptic Curve Cryptography (ECC) to enable secure
authentication without requiring assistance from a trusted edge
computing vehicle. However, it remains vulnerable to single-
point failures, which can compromise privacy and system
availability.

To address some of these limitations, Cui et al. [19] intro-
duced an extensible conditional privacy-preserving authentica-
tion scheme that employs hash functions to encrypt vehicle
anonymity, the true identity of Cloud Service Providers
(CSPs), and temporary information for generating session
keys. Despite its advantages, the scheme exposes the CSP’s
true identity to certified vehicles, introducing a potential
privacy risk. Yang et al. [20] proposed an edge-assisted
decentralized authentication protocol. This protocol enables
fast handover authentication while mitigating the risk of a
single point of failure by delegating authentication capabilities
to distributed edge nodes. However, both schemes proposed by
Cui et al. [19] and Yang et al. [20] fail to provide adequate
identity privacy protection for vehicles.

Balaji et al. [21] further proposed an authentication and
key agreement protocol for Vehicular Ad Hoc Networks
(VANETs), integrating Elliptic Curve Cryptography (ECC),
Diffie-Hellman key exchange protocols and bilinear mapping
mechanisms to enhance communication security. While this
scheme strengthens identity privacy protection, it fails to
fully address the challenges associated with high certificate

management costs and insecure key storage during vehicle
registration. Although the scheme improves authentication and
key negotiation efficiency by removing reliance on a central
authority, it overlooks critical security and privacy concerns
for resource-constrained vehicular environments.

Applying the aforementioned authentication and key agree-
ment techniques to vehicular platoon communication systems
poses significant challenges, as these methods primarily focus
on securing single connected vehicles rather than dynamic
platoons. To address the security and privacy threats in
platoon communication, Liu et al. [22] proposed a scheme
that supports dynamic vehicle adjustments, enabling seamless
vehicle join and leave operations. However, this approach
does not address the critical issue of group key negotia-
tion within platoons. Several works have sought to address
group key agreement in vehicular networks. Zhang et al. [23]
proposed a hierarchical dynamic group key agreement proto-
col that incorporates an attribute revocation chain based on
blockchain technology, enabling the revocation of ciphertext
policy attributes. Similarly, Zhang et al. [24] introduced an
asymmetric group key agreement protocol based on attribute
authentication, which preserves the benefits of traditional
identity-based key agreement protocols while enhancing user
privacy protection and improving key management flexibility.
Wei et al. [25] devised a tree-based key agreement algorithm to
handle two key scenarios: the joining of authenticated vehicles
and the departure of vehicles from the platoon. Additionally,
Zhao et al. [26] proposed an identity-based encryption scheme
for broadcast signatures in vehicular platoon communication,
allowing the platoon head to securely negotiate a key with
member vehicles to ensure data confidentiality, integrity, and
authenticity. Although the aforementioned schemes enhance
the security of platoon communications, these schemes rely
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on computationally intensive cryptographic operations, making
them unsuitable for resource-constrained vehicular platoon
systems.

To overcome these limitations, our proposed scheme effec-
tively enhances security, privacy, and efficiency, as outlined in
Table I. By establishing authenticated group keys, it ensures
secure and efficient communication within dynamic vehicular
platoons while minimizing computation overhead.

III. PRELIMINARIES

This section presents the essential preliminaries, including
Elliptic Curve Cryptography (ECC) and Shamir’s secret shar-
ing, which serve as foundational components for EEGAP.

A. Elliptical Curve Cryptosystem (ECC)

Miller and Koblitz proposed ECC which is widely utilized
due to its ability to achieve strong security with shorter key
lengths. Fq denotes a finite field, and the elliptic curve E on
the finite field Fq is defined as y

2
= x3

+ ax + b mod q,
where a, b ∈ Fq , 4a3

+ 27b2
̸= 0. The group G, composed of

points on the elliptic curve along with the point at infinity O ,
constitutes an additive group G of order q [27], [28]. There
are two binary operations and the computational difficulty of
specific mathematical problems, as outlined below.
• Point addition: Let P, Q ∈ G are two points on E , when

P + Q = R and P ̸= Q, R is said to be the intersection
point of the straight line. Otherwise, if P + Q = R and
P = Q, then R = 2P .

• Scalar point multiplication: Scalar multiplication
involves computing m P as the repeated addition of P ,
expressed as m P = P + P + · · · + P(m times), where
m ∈ Z∗q .

• Elliptic Curve Discrete Logarithm Problem (ECDLP):
Given two random points P, R ∈ G, it is computationally
infeasible to output the random value x satisfying R =
x P when x is in an unknown state, where x ∈ Z∗q [29].

• Elliptic Curve Computational Diffie-Hellman Problem
(ECCDHP): Given three random points P, R, V ∈ G,
it is challenging to compute xy P when x, y are in an
unknown state, where R = x P , V = y P and x, y ∈ Z∗q
[30].

B. Shamir’s Secret Sharing

The Shamir Secret Sharing scheme [31] s a cryptographic
protocol designed to distribute a secret among multiple partic-
ipants in such a way that it can only be reconstructed when a
predefined number of shares are combined.

Assuming there are n users {V1, V2, V3, · · · , Vn} and a
trusted dealer D. The D chooses a polynomial of order
t − 1 over the finite domain Fq : f (x) = a0 + a1x + a2x2

+

· · · + at−1x t−1, where a0, a1, a2, · · · , at−1 ∈ Fq and p is
a large prime number. The secret value s is set as s = a0
and t represents the threshold number of shares required to
reconstruct the secret. The dealer generates n unique shares
in the form of coordinate pairs (xi , yi ) and distributes them
to participants. To reconstruct the secret, at least t shares
must be collected. Using these shares, the polynomial f (x) =

Fig. 1. The proposed network model. TA: Trusted Authority; FN: Fog Node;
P H : platoon head vehicle; Vn : member vehicle.

a0+a1x+a2x2
+· · ·+at−1x t−1 can be reconstructed, enabling

the recovery of the secret value s.

IV. MODELS OF EEGAP

This section presents the network model and threat model
underlying the proposed EEGAP protocol.

A. Network Model

As shown in Fig.1, the designed network model comprises
three participants: Trusted Authority (TA), Fog Nodes (FNs),
and Vehicles. Their respective roles are described as follows:

TA is a fully trusted and uncompromised entity equipped
with substantial computational, storage, and communication
capabilities. Its core responsibilities include registering vehi-
cles and FNs, issuing digital certificates, and generating global
system parameters. Furthermore, as the sole entity capable of
tracing the real identity of contested vehicles, the TA maintains
a registry of all malicious vehicles’ real identities.

FNs as a network edge node, comprising a local data storage
server and wireless communication infrastructure, allowing
wide-area coverage at the network edge. FNs facilitate com-
munication with vehicles using predefined protocols and
are responsible for broadcasting and forwarding information
within vehicular platoon systems. With robust storage and
computing capabilities, the FN acts as a gateway between the
vehicular platoon and the TA, facilitating access authentication
for vehicular platoons within its communication range. FNs
monitor real-time traffic conditions and may issue platoon
topology adjustment commands (e.g., merging or splitting).
As semi-trusted entities, FNs are assumed to execute protocols
honestly but may be curious about vehicular platoon privacy
(vehicle identity or platoon session keys).

Vehicles. Each platoon includes a platoon head vehicle and
multiple member vehicles, which maintain a defined inter-
vehicular distance. The platoon head vehicle is responsible for
coordinating platoon movement, maintaining communication
between member vehicles within the platoon by V2V, and
between the platoon and external entities (FNs or TA) by
V2I. Member vehicles follow the control commands issued
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by the platoon head. All vehicles act as a semi-trusted entity,
honestly executing the protocol but curious about other pla-
toons interaction messages and vehicle identities.

Fig. 1 depicts several vehicular platoons traveling within
the communication range of a fog node F N j . Each platoon is
managed by a head vehicle and maintains coordination through
V2V and V2I communications. Upon receiving topology
adjustment commands (e.g., platoon fusion or split) from F N j ,
the platoon updates its topology. Subsequently, a secure group
session key negotiation and authentication process is initiated
to ensure reliable and confidential intra-platoon communica-
tion. This work focuses on securing platoon communication
after topology adjustments, rather than the formation of pla-
toon topologies.

B. Threat Model

All protocol phases except the registration phase are exe-
cuted over public channels (insecure channels) in the vehicular
platoon system. TA is assumed to be fully trustworthy and
immune to malicious compromise. However, vehicles and
FNs, as semi-trusted entities, are considered potential insider
adversaries capable of launching attacks to disrupt normal
platoon communication operations. Accordingly, the security
properties of this work are evaluated by using the Dolev–Yao
(DY) threat model and the Canetti and Krawczyk (CK)-
adversary model [32]. The DY threat model not only helps
an attacker to eavesdrop on transmitted messages, but also
interrupts them by modifying, replaying, or injecting false
messages into the communication channel. Consequently, the
EEGAP is vulnerable to both external attacker A1 and internal
attacker A2, as described below:
• External Attackers: External attacker A1 represents an

external entity that attempts to masquerade as a legitimate
vehicle. A1 aims to compromise the confidentiality and
integrity of the vehicular platoon system by launching
various attacks, including replay, man-in-the-middle and
impersonation. Furthermore, it seeks to infer sensitive
information such as vehicle identities and negotiated
group session keys.

• Internal Attackers: Internal attacker A2 is a legitimate
vehicle that performs malicious behavior, which can
obtain secret parameters in the vehicular platoon system
but cannot replace the public key of the legitimate vehicle.
It maximizes own benefits primarily by sending false
information to legitimate vehicles, impersonating their
identities, and colluding with other malicious attackers.

Furthermore, external attacker A1 in the EEGAP can also
exploit the currently widely recognized de facto CK-adversary
model, which offers a stronger adversarial capability than the
DY model. Due to the openness of the platoon communication
environment, A1 can fetch all the secret credentials stored in
the memory of vehicle terminals through the power analysis
attack. Thus, the proposed protocol is exposed to a potential
active attack called Ephemeral Secret Leakage (ESL) attack,
i.e. A1, which attempts to compute the session key established
by two communicating entities during the access control
process while obtaining a short-term secret.

Fig. 2. The overall flow of the EEGAP.

TABLE II

NOTATIONS AND DESCRIPTIONS IN THIS PAPER

V. PROPOSED PROTOCOL

This section provides extensive details on the phases and
workflow of EEGAP. The parameter symbols and definitions
designed in this paper are summarized in Table II. EEGAP
comprises four main phases: System Initialization, Registra-
tion, Vehicular Platoon Fusion (EEGAP-PF), and Vehicular
Platoon Split (EEGAP-PS). The overall procedural flow of
EEGAP is shown in Fig. 2, and each phase is discussed in
detail as follows.

A. System Initialization
During this phase, TA generates essential parameters of the

entire vehicular platoon communication system. The steps are
as follows:

Step 1: TA selects a cyclic additive group G of order prime
q , with P as the generator of G.

Step 2: TA picks the elliptic curve E : y2
= x3
+ax+b mod

q defined over the finite field Fq , where x, y ∈
[
0, q − 1

]
,

a, b ∈ Fq , and the E satisfied 4a3
+ 27b2

̸= 0 mod q.
Step 3: TA randomly selects a primary private key s ∈ Z∗q

and computes the corresponding system public key Ppub =

s P .
Step 4: TA picks four hash functions h0 : {0, 1}∗ → Z∗q ,

h1 : {0, 1}∗→ Z∗q , h2 : {0, 1}∗→ Z∗q , h3 : {0, 1}∗→ Z∗q .
Step 5: TA securely stores the primary key s and maintains

a registration status list {I Di , ivi }, where ivi = 1 indicates
registered and ivi = 0 indicates deregistration. The public
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system parameters params =
{
G, p, P, Ppub , h0, h1,

h2, h3} are broadcast to all registered entities.

B. Registration

All vehicles (platoon head and member vehicles) as well as
FNs must register with TA before participating in the platoon
communication system. This registration process, conducted
over a secure channel, allows vehicles and FNs to obtain their
respective partial and long-term key pairs respectively.
• Vehicle Registration
Step 1: A vehicle Vi selects a random value ui ∈ Z∗q as

the partial private key and calculates the corresponding partial
public key Ui = ui P .

Step 2: The vehicle Vi sends its real identities RI Di and
Ui to TA to initiate registration and obtain the full key pair.

Step 3: When receiving the registration request from Vi ,
TA selects a random number zi ∈ Z∗q and calculates part of the
public key Zi = zi P . Together with the system private key and
the real identity of the vehicle, a parameter containing identity
information and a partial private key Di = Zi⊕h0 (RI Di ) Ui ,
di = zi + sh1 (Ui , Zi ) mod q are generated for the vehicle by
TA. Finally, TA returns (di , Di ) to the vehicle and sets the
vehicle registration status ivi = 1.

Step 4: Vi constructs its full private key (ui , d i ) and full
public key (Ui , Zi ), which are stored securely within its
tamper-proof device.
• FN Registration
Similarly, FN will send its own identity I D f j to TA for

registration and obtain a complete key pair.
Step 1: TA selects a random number w j ∈ Z∗q as F N j ’s

private key and calculates the corresponding public key W j =

w j P , and sk j = w j + sh2
(
I D f j , Wi

)
mod q.

Step 2: TA sends
(
W j , sk j

)
to F N j . Eventually, F N j

secretly stores
(
W j , sk j

)
.

C. Scenario 1: Vehicular Platoons Fusion (EEGAP-PF)

This scenario occurs when two platoons, due to traffic
conditions or strategic maneuvering, must merge into a single
platoon. The FN initiates the fusion by sending a proposal
to the respective platoon head vehicles Vi and V j . These two
vehicles must authenticate each other and establish a secure
group session key without assistance from the TA. The prompt
and secure negotiation of a new session key for the restructured
platoon becomes crucial for maintaining both the efficiency
and security of in-platoon communication. The fusion process
employs the ECC and anonymous authentication mechanism,
detailed in Algorithms 1 and 2. The step-by-step procedure is
as follows.

Step 1: Platoon head vehicle Vi picks a random number
xi ∈ Z∗q and computes X i = xi P . For subsequent anonymous
communication, Vi combines the timestamp Ti , the real iden-
tity RI Di and partial public key Zi to generates a temporary
pseudonymous P I Di = RI Di ⊕ h3

(
xi Ppub, Zi , Ti

)
, which

can be performed offline.
Step 2: After that, Vi uses the random number xi and its

full private key (ui , di ) to generate a signature σi = di + ui +

xiαi mod q , where αi = h2 (P I Di , Zi , X i , T i ). Then, it sends

Algorithm 1 Vehicle Signature Generation
Input: random number xi, zi ; private key=(ui , di );
the real identity RI Di; timestamp Ti;
the generator of elliptic curves P;
Output: message M1;

1 : X i ← xi P , Zi ← zi P;
2 : αi ← h2 (P I Di , Zi , X i , T i );
3 : σi ← di + ui + xiαi mod q;
4 : P I Di ← RI Di ⊕ h3

(
xi Ppub, Zi , Ti

)
;

5 : Return M1 ← {P I Di , X i , Ui , Zi , σi , Ti };

Algorithm 2 Anonymous Authentication and Session
Key Agreement in Vehicular Platoons Fusion
Input: random number x j , zi ; private key=(ui , di ); the

real identity RI Di RI D j ; timestamp T j ; the
generator of elliptic curves P;

Output: negotiate session keys SK = SK j i = SK i j ;
1 : X i ← xi P; Zi ← zi P;
2 : αi ← h2 (P I Di , Zi , X i , T i );
3 : if σi P == Zi + Ppubh1 (Ui , Zi )+Ui + X iαi ;
4 : X j ← x j P;
5 : P I D j ← RI D j ⊕ h3

(
x j Ppub, Z j , T j

)
;

6 : α j ← h2
(
P I D j , Z j , X j , T j

)
;

7 : σ j ← d j + u j + x jα j mod q;
8 : SK j i ← h3

(
x j X i , P I D j , P I Di

)
;

9 : Else reject;
10 : End if;
11 : MessageM2 ←

{
P I D j , X j , U j , Z j , σ j , T j

}
;

12 : X j ← x j P;
13 : SK i j ← h3

(
xi X j , P I Di , P I D j

)
;

14 : α j ← h2
(
P I D j , Z j , X j , T j

)
;

15 : If σ j P == Z j + Ppubh1
(
U j , Z j

)
+U j + X jα j ;

16 : SK ← SK j i == SK i j ;
17 : Else reject;
18 : End if;
19 : Return SK = SK j i = SK i j ;

the authentication message M1 = {P I Di , X i , Ui , Zi , σi , Ti }

to the platoon head vehicle V j of the platoon to be merged.
Step 3: Upon receiving the message M1, the platoon head

vehicle V j checks the freshness via T ∗i − Ti < 1T and vali-
dates the signature by verifying: σi P = Zi+Ppubh1 (Ui , Zi )+

Ui + X iαi , where αi = h2 (P I Di , Zi , X i , T i ).
Step 4: If the verification fails, the message M1 is discarded,

otherwise V j selects a random number x j ∈ Z∗q , calculates
X j = x j P , and generates the temporary pseudonym P I D j =

RI D j ⊕ h3
(
x j Ppub, Z j , T j

)
along with timestamp T j and its

partial public key Z j .
Step 5: V j generates the session key SK j i =

h3
(
x j X i , P I D j , P I Di

)
and signature σ j = d j + u j +

x jα j mod q, where α j = h2
(
P I D j , Z j , X j , T j

)
. It responds

with message M2 =
{

P I D j , X j , U j , Z j , σ j , T j
}

to Vi .
Step 6: Upon receiving M2 from V j , Vi checks if σ j P =

Z j + Ppubh1
(
U j , Z j

)
+ U j + X jα j holds. If the check

fails, Vi rejects M2. Otherwise, it calculates the session key
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SK i j = h3
(
xi X j , P I Di , P I D j

)
. Once the session key SKi j

is obtained, Vi can use it to conduct subsequent secure sessions
with Vi , where SKi j = SK j i = SK .

Step 7: Referring to our previous work [33], it was possible
to evaluate the reputation of the platoon head vehicles Vi
and V j of the two platoons. Then, the vehicle with a high
reputation score is recommended as the new platoon’s head
vehicle. Eventually, the original platoon head vehicles of both
vehicular platoons will broadcast the new vehicular platoon
head vehicle and session key SK to respective platoons.

D. Scenario 2: Vehicular Platoons Split (EEGAP-PS)

Vehicular platoon splitting is another crucial operation in
platoon topology adjustment. When a single platoon is divided
into two or more sub-platoons, the newly formed platoons
must establish trust and secure communication channels to
maintain the integrity and confidentiality of their operations.
This scenario typically occurs in response to dynamic traffic
conditions or vehicular behavior, as assessed by the Fog Node
(FN). Upon evaluating real-time traffic data and the operational
status of the platoon, the FN issues a platoon split suggestion.
The platoon head vehicle of the original platoon continues to
serve as the platoon head vehicle of the new platoon after
the split, while the FN designates new platoon head vehicles
for the remaining sub-platoons. Simultaneously, to incentivize
safe and lawful driving, the reputation scores of all candidate
platoon head vehicles are assessed in accordance with the
evaluation mechanism proposed in [33]. After splitting, the
newly formed platoons negotiate their respective platoon’s
group keys with the help of group key agreement technology.
Taking the platoon led by vehicle Vi as an example, the key
negotiation procedure for establishing the group key G Ki is
outlined below. Algorithm 3 shows the pseudocode of the
vehicular platoon split.

Step 1: Assume that the platoon head vehicle Vi leads a
group of K member vehicles. Then Vi uses its own private
key ui and the public key U f of K member vehicles V f to
directly calculate a secret information ski f = uiU f = ui u f P
for secure communication.

Step 2: The platoon head vehicle Vi selects a group session
key G Ki , and uses public system parameters along with the
public keys of all K member vehicles to construct a set of
tuples

{
P I D f ,

(
ski f , T f

)}
, where T f represents the current

timestamp.
Step 3: Vi then uses the K point and a point (0, G Ki ) to

constructs a polynomial function f (x) = G Ki+a1x+a2x2
+

· · · + ak xk , where G Ki represents the group key.
Step 4: Using the constructed polynomial f (x),

Vi computes additional K points (λk, yk) =

(λk, f (λk)) (k = 1, · · · , K ). Then, the K points are securely
broadcast within the communication range of the platoon.

Step 5: Each member vehicle in the platoon that
receives K points reconstructs the polynomial f (x) with
the received K points along with the self-generated points{

P I D f ,
(
sk f i , T f

)}
, and calculates G Ki = f (0), where

sk f i = u f Ui and sk f i = ski f . Notably, due to the reliance
on mutual key derivation and the necessity of possessing valid

partial keys, an adversary or an unauthorized vehicle cannot
derive the group key G Ki of the platoon led by Vi . This
method effectively minimizes communication overhead while
establishing a secure and robust communication environment
for the newly formed platoons.

Algorithm 3 Group Session Key Generation in Vehic-
ular Platoons Split
Input: private key ui ; public key U f ; group key G K ;

timestamp T f ;
Output: Group session key G Ki = f (0);

1 : ski f ← uiU f = ui u f P;
2 : K pcs

{(
P I D f , sk f ∥ T f

)}
←

(
params, U f , ui

)
;

3 : f (x) = G Ki + a1x + a2x2
+ · · · + ak xk

←

(0, G Ki )+
{(

P I D f , sk f ∥ T f
)}

;
4 : (λk, yk) = (λk, f (λk)) (k = 1, · · · , K )← f (x) =

G Ki + a1x + a2x2
+ · · · + ak xk ;

5 : G Ki = f (0)← (λk, yk)+
{

P I D f ,
(
sk f i , T f

)}
;

6 : Return G Ki = f (0);

VI. SECURITY PROOF AND ANALYSIS

This section provides a security analysis of EEGAP, for-
mally proving its semantic security and informally verifying
its security goals.

A. Security Model

EEGAP operates within a certificateless cryptographic
framework in which the Key Generation Center (KGC) is
responsible for generating only partial private keys, thereby
mitigating the necessity of placing full trust in the KGC.
However, the system remains susceptible to two primary
classes of adversaries: malicious users A1 and a potentially
malicious KGC A2. The KGC operates under the management
of the TA.
• Malicious user A1 can query and replace the public key

of a legitimate user but does not possess knowledge of the
system’s primary key. A1 is restricted from querying the
private key or any part of the private key of the challenged
identity. However, A1 can generate keys and certificates
for any identity except the challenged one and cannot
replace a public key that has been previously revealed.

• A malicious KGC A2 holds the primary secret key but
cannot query or replace the public key of a legitimate user
or regenerate existing public parameters. Specifically,
as A2 already holds the system’s primary key, there is
no necessity to request certificate generation.

Assuming that A and B are two participants in the authenti-
cation protocol, 5k

A,B denotes the k − th session instance of
this protocol between them. The following games define the
session key security of the authentication protocol.

Game 1: The challenger C generates the public parameters
params and P , then provides params to A1 while keeping
them secret. It can query A1 as follows.

Secret value-query. A1 asks for the secret value of identity
I D, and the challenger C executes the secret value generation
algorithm to derive X I D and returns it to A1.
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Public key-query. A1 initiates a query to generate a public
key for the user’s I D. It sends the I D to C , where the
challenger executes the secret value generation algorithm and
the public key generation algorithm to return the corresponding
public key Ppub to A1.

Part of the private key-query. A1 requests the generation of
a portion of the private key for the user’s I D, sends the I D
and Ppub to C , and challenger C runs the partial private key
generation algorithm to generate the corresponding portion of
the private key YI D and sends it to A1.

Private key-query. A1 performs a private key generation
query for identity I D sends I D to C . C runs the secret value
generation algorithm and part of the private key generation
algorithm and returns the secret value X I D and part of the
private key YI D as the private key to A1.

Public key substitution-query. A1 replaces the public key
Ppub of identity I D with a maliciously chosen P∗pub, which
C records.

Send-query. The query simulates an active attack by A1,
if A1 with message m sends this query, processes message
m according to the protocol specification, and returns the
result to adversary A1. A1 initiates the identity legitimacy
authentication protocol by sending this query.

Reveal-query. The query simulates a key association attack.
If session 5k

A,B has completed and derived a session key, that
key is returned to A1.

T est
(
5k

A,B

)
-query. The query simulates the attacker’s

capability to acquire a session key. The adversary selects a
session 5k

A,B to T est the query, and upon receiving the query,
C randomly selects b ∈ {0, 1}. If b = 1, the correct session
key is provided. Otherwise, C furnishes A1 with a random
integer of the same length as the session key. After the T est
is asked, a guess of the random number b is output b′. The
game is considered successful if the following conditions are
satisfied:
• A1 does not perform partial private key generation or

private key generation inquiries for A and B, nor does it
execute a Reveal query for session 5k

A,B .
• Participants A and B negotiate the same session key

SK , which remains unknown to any party other than A
and B.

The advantage of adversary A1 in winning this game is
defined as: AdvA1(κ) =

∣∣∣Pr [b′ = b] − 1
2

∣∣∣, where κ is the

security parameter [34].
Game 2: The challenger C generates the public parameters

params and the primary key Ppub, and sends them together
to adversary A2. The types of queries available to A2 namely
Secret value-query, Public key-query, Send-query, Reveal-
query and T est

(
5k

A,B

)
-query follow the same structure and

semantics as those in Game 1 and are therefore omitted here
for brevity.

B. Security Proof

This section presents formal security proofs concerning the
non-enforceability of authentication and the negotiation of

secure session keys under adversarial conditions. It is divided
into two cases according to the adversary’s capabilities.

Theorem 1: Assuming that adversary A1 impersonates the
platoon head vehicle and successfully forges a valid authenti-
cation request with a non-negligible probability. A probabilis-
tic polynomial time (PPT) adversary A1 can solve the ECDLP
with an evident advantage ε′1 ≥

(
1− 1

e

)
ε1

qhe(q1+q2+q3+1)
,

where q1, q2 and q3 denote the frequencies of various types of
queries (part of the private key, private key, and oracle queries),
and e represents the natural logarithmic base.

Proof: Adversary C obtains the public parameters
(q, P, G) and the challenge tuple (P, s P), where Ppub =

s P . Then, C sends the public parameters params =〈
q, P, G, Ppub, H0, H1, H2, H3, H4

〉
to A1, where H0, H1, H2,

and H3 are one-way hash functions, and H4 is a ran-
dom oracle machine. C maintains four initially empty lists:
L H4 , L pub, Lsk and Ld , which store the queries to the H4
oracle machine, public keys, private keys, and partial private
values. Additionally, C uses the list Ls to record the identity
authentication requests submitted by A1. C randomly selects
RI D∗i as the challenge identity.

Part of the private key-query. For the query (RI Di , Ui ),
if RI Di = RI D∗i , C terminates. Otherwise, C checks if
(RI Di , Zi , di ) ∈ Ld . If it exists, C returns (Zi , di ) to
A1. If not, C randomly selects di , Hi ∈ Z∗q such that(
∗, ∗, ∗, Hui

)
/∈ L H4 , calculates Zi = di P − Hi Ppub, and

returns (Zi , di ) to A1. C then adds tuples (RI Di , Zi , di ) and
(RI Di , Ui , Zi , Hi ) to the list Ld and L H4 , respectively.

H4-query. The query input is (RI Di , Ui , Zi ). If there exists
(RI Di , Ui , Zi , Hi ) ∈ L H4 , then C returns the corresponding
Hi to A1. Otherwise, C randomly selects ui ∈ Z∗q , computes
Ui = ui P , and performs part of the private key generation
query on RI Di by submitting tuples (RI Di , Ui ) to C . Upon
obtaining the relevant response, C records (RI Di , Ui , Zi , Hi )

in L H4 and returns Hi to A1.
Private key-query. For a private key query on identity

RI Di , if RI Di = RI D∗i , C terminates the game. Otherwise,
if (RI Di , ui , di ) ∈ Lsk , the private key is returned directly to
A1. If not, C randomly selects ui ∈ Z∗q , calculates Ui = ui P ,
and generates the partial private key query for (RI Di , Ui ).
After receiving the corresponding response (Zi , di ), C returns
(ui , di ) to A1, and records the tuples (RI Di , ui , di ) and
(RI Di , Ui , Zi ) in Lsk and L pub, respectively.

Public key-query. For a public key query with input RI Di ,
if (RI Di , Ui , Zi ) ∈ L pub, C returns the corresponding public
key to A1. If RI Di = RI D∗i , then C randomly selects u∗i , z∗i ∈
Z∗q , calculates U∗i = u∗i P and Z∗i = z∗i P , returns

(
U∗i , Z∗i

)
,

and records
(
RI D∗i , U∗i , Z∗i

)
in L pub.

Public key substitution-query. In this query, A1 is allowed
to substitute the original public key pki of a known RI Di . C
updates the corresponding entry in L pub accordingly.

Send-query: The following forms of Send queries simulate
interactions between platoon head vehicles:

Send
(
5k

i, j , start
)

. This query simulates the situation
where the platoon head vehicle Vi sends an authentication
request to the corresponding platoon head vehicle V j , and
A1 can access the message mv1 sent from Vi . When C
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receives the query, it selects the random numbers xi ∈ Z∗q ,
calculates P I Di = RI Di ⊕ h3

(
xi Ppub, Zi , Ti

)
, σi = di +

ui + xiαi mod q, where αi = h2 (P I Di , Zi , X i , T i ). C then
sends the message mv1 = {P I Di , X i , Ui , Zi , σi , Ti } to A1.

Send
(
5k

i, j , mv1

)
. The query simulates the platoon head

vehicle V j responding to an authentication request from Vi .
A1 can access the message mv1 sent by V j . Upon receiving the
query, C first verifies the correctness of σi . If it is correct, C
calculates X j = x j P , SK j i = h3

(
x j X i , P I D j , P I Di

)
and

α j = h2
(
P I D j , Z j , X j , T j

)
. Otherwise, C stops the query

and sends
〈
P I D j , X j , U j , Z j , σ j , T j

〉
to A1.

Suppose an adversary forges a legitimate authentication
request message {P I Di , X i , Ui , Zi , σi , Ti }. The following
verification equation must hold: σi P = Zi+Ppubh1 (Ui , Zi )+

Ui + X i h1 (P I Di , Zi , X i , Ti ). Upon obtaining a forged but
valid signature σi , C faces two unknown parameters: (i) the
value s, which represents the solution to the ECDLP, and
(ii) the random scalar xi chosen by the adversary A1 when
generating the signature. Therefore, it is not possible to
determine their specific values, and C cannot successfully
forge an authentication request by solving the ECDLP.

To analyze the adversary’s advantage in successfully
completing the above security game, let us define the
following events: E1 indicates that the game was not ter-
minated during the simulation, E2 indicates that an identity
request message about the challenge identity was forged,
and E3 indicates that a valid authentication request mes-
sage {P I Di , X i , Ui , Zi , σi , Ti } has been generated. Note
that during the Part of the private, Private key and Send-
query phases, the simulation terminates if RI Di = RI D∗i .

Therefore, there is Pr (E1) =
(

1− 1
q1+q2+q3+1

)q1+q2+q3
,

Pr (E2) =
1

q1+q2+q3+1 , Pr (E3) ≥ ε2, then there is ε′2 =

Pr (E1 ∧ E2 ∧ E3) ≥
ε2

e(q1+q2+q3+1)
.

In conclusion, if an adversary A1 exists that can success-
fully forge a valid authentication message with non-negligible
probability, then this adversary can solve the ECDLP with an
advantage: ε′1 ≥

(
1− 1

e

)
ε1

qhe(q1+q2+q3+1)
.

Theorem 2: Assume that adversary A1 successfully imper-
sonates the platoon head vehicle and forges a legitimate
response message with a non-negligible probability ε2. Then,
adversary A1 can solve the ECCDHP with a significant
advantage ε′2 ≥

(
1− 1

e

)
ε2

e(q1+q2+q3+1)
, where q1, q2, and q3

denote the number of Part of the private, Private key, Send
and Oracle queries, respectively.

Proof: The adversary obtains the corresponding pub-
lic parameters (q, P, G) and tuple (P, αP, β P) from the
challenger C of the ECCDHP. After running the initializa-
tion algorithm, it sends the public parameters params =〈
q, P, G, Ppub, H0, H1, H2, H3, H4

〉
to A1, while secretly stor-

ing the primary private key. Here, H0, H1, H2 and H3 are
one-way hash functions, and H4 is a random oracle machine.
C maintains three initially empty lists L pub, Lsk , and Ld ,
which store the public keys, the private keys and the partial
private keys. Additionally, C uses list Ls to record the identity
authentication requests submitted by A1. C randomly selects
RI D∗i as the challenge identity.

Part of the private key-query, Private key-query, and Public
key substitution are similar to those described in Theorem 1.

Public key-query. The input to this query is RI D j .
If

(
RI D j , U j , Z j

)
∈ L pubC returns

(
U j , Z j

)
to A1. Other-

wise, C performs the following operations. If RI D j = RI D∗j ,
then U∗j = s P , C randomly selects d∗j , H∗j ∈ Z∗q satisfying(
∗, ∗, ∗, h∗j

)
/∈ L H4 , and calculates Z j = z j P . It adds tuples(

RI D∗j ,⊥, y∗j
)

,
(

RI D∗j , U∗j , Z∗j
)

,
(

RI D∗j , U∗j , Z∗j , H∗j
)

to

the list Lsk , L pub and L H4 , respectively, and returns
(

U∗j , Z∗j
)

to A1. Otherwise, C randomly selects u j ∈ Z∗q , calculates
U j = u j P and queries the partial private key generation for(
RI D j , U j

)
to obtain

(
Z j , d j

)
. It returns

(
U j , Z j

)
to A1 and

adds
(
RI D j , u j , d j

)
and

(
RI D j , U j , Z j

)
to Lsk and L pub,

respectively.
Send-query. In this game, A1 can send three types of Send

queries.
Send

(
5k

i, j , start
)

. If RI D j = RI D∗j and
RI Di ∈ Lsk , C calculates X j = x j P . Then,
M2 =

{
P I D j , X j , U j , Z j , σ j , T j

}
is calculated according to

the protocol and returned to A1. Otherwise, C retrieves the
private key

(
u j , d j

)
for RI Di from the private key generation

query, generates an authentication request message, and
updates Ls .

Send
(
5k

j,i , (σ, T )
)

. If RI D j = RI D∗j , the game is ter-
minated. Otherwise, C generates the private key for RI D j
by querying for it and then verifies the legitimacy of σ j .
If verification passes, C computes the response according to
the protocol and returns it to A1. Otherwise, the query is
rejected.

Send
(
5k

i, j ,
(
U j , X j , Z j , T

))
. If the information of RI Di

can be retrieved in Ls , C retrieves the corresponding
RI D j and verifies whether the equation σ j P = Z j +

Ppubh1
(
U j , Z j

)
+U j+X j h1

(
P I D j , Z j , X j , T j

)
holds. If the

above equation holds, A1 successfully impersonates and forges
a legitimate identity authentication response message. Other-
wise, the game is terminated.

If Adversary A1 can forge a valid authentication reply
message, it implies that C successfully provides the correct
parameter x j to adversary A1. Where X j = x j P , C then
outputs σ j = d j + u j + x jα j mod q as the solution to the
ECCDHP.

To evaluate the advantage of adversary C in the aforemen-
tioned game, event E1 is defined to signify that the game is not
terminated during the simulation. E2 indicates that the adver-
sary forged an identity authentication response to the chal-
lenge, and E3 indicates a valid authentication reply message.

Therefore, there are Pr (E1) =
(

1− 1
q1+q2+q3+1

)q1+q2+q3
,

Pr (E2) =
1

q1+q2+q3+1 , Pr (E3) ≥ ε2, hence ε′2 =

Pr (E1 ∧ E2 ∧ E3) ≥
ε2

e(q1+q2+q3+1)
.

In conclusion, if there exists an adversary A1 capable of
generating a legitimate identity authentication response with a
non-negligible probability ε′2 then the challenger C can solve
the ECCDHP with a significant advantage ε′2 ≥

ε2
e(q1+q2+q3+1)

.
Theorem 3: If adversary A1 achieves a non-negligible

advantage in the session key security game, it be leveraged
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to solve the ECCDHP. Here, q1, q2, and q3 represent the fre-
quencies of Part of the private, Private key, and Send queries,
respectively. Additionally, e denotes the natural logarithmic
base.

Proof: Adversary C acquires the relevant public param-
eters (q, P, G) and the challenge tuple

(
P, xi P, x j P

)
from

the challenger of the ECCDHP. After running the initializa-
tion algorithm, C sends the public parameters params =〈
q, P, G, Ppub, H0, H1, H2, H3, H4

〉
to A1, while secretly stor-

ing the primary private key. Here, H0, H1, H2 and H3 represent
one-way hash functions, and H4 serves as a random oracle
machine. C maintains three initially empty lists: L pub, Lsk
and Ld , which respectively store queries related to public keys,
private keys, and parts of the private key. Additionally, C uses
list Ls to track identity authentication requests submitted by
A1. Furthermore, C randomly selects RI D∗i and RI D∗j as
challenge identities.

Part of the private key, Private key-query, Public key-
query and Public key substitution queries are similar to those
described in Theorem 1.

Send-query: In this game, A1 can send two types of Send
queries.

Send
(
5k

i, j , start
)

. If RI Di = RI D∗i , then let X i = xi P .
Otherwise, x ′i is randomly selected from Z∗q , and X i =

x ′i P is calculated. Then, C obtains the private key (ui , di )

for RI Di via the private key generation query, calculates
M1 = {P I Di , X i , Ui , Zi , σi , Ti } according to the protocol
description, returns it to A1, and updates Ls .

Send
(
5k

j,i
(
σ, X j , T

))
. If RI D j = RI D∗j , then let X j =

x j P . Otherwise, if x j ∈ Z∗q is randomly selected, calculate
X j = x j P . If RI Di ̸= RI D∗i and RI D j ∈ Lsk , C
retrieves the corresponding private key from the appropriate
list. Otherwise, the private key is obtained by generating a
query with RI D j as input. Then it calculates σ j = d j +

u j + x jσ j mod q , where α j = h2
(
P I D j , Z j , X j , T j

)
. C

verifies that the equation σ j P = Z j + Ppubh1
(
U j , Z j

)
+

U j + X j h1
(
P I D j , Z j , X j , T j

)
holds true. If not, terminate

the session. Otherwise, C calculates and returns the response
to A1, while updating the list Ls .

Reveal
(
5k

i, j

)
. If a tuple corresponding to 5k

i, j exists in
Ls , C accepts the session and returns SK . Otherwise, it
returns ⊥.

T est
(
5t

i, j

)
. After receiving the query, C selects b ∈ {0, 1}.

If b = 1, C outputs the session key that appears in the
Reveal

(
5k

i, j

)
query. Otherwise, C provides a random integer

of the same length as the session key to A1.
Defining event E1 means that the game does not terminate

when adversary A1 makes inquiries, such as partial private
key generation and private key generation, in the above
games. E2 indicates that the game does not terminate when
the Send-query is made, and E3 indicates that the game
does not terminate when A1 makes the Test-query. There-
fore, there are Pr (E1) =

(
1− 1

q1+q2+1

)q1+q2
, Pr (E2) ≥

ε3,Pr (E3) =
1

q3(q3−1)
, then it can be inferred that ε′3 =

Pr (E1 ∧ E2 ∧ E3) ≥
ε3

eq3(q3−1)
.

To sum up, if A1 wins the session key security game
with a non-negligible advantage ε′3, then challenger C can be
constructed to solve the ECCDHP with an obvious advantage
ε′3 ≥

ε3
eq3(q3−1)

.
Theorem 4: Assuming that adversary A2 is capable of forg-

ing a valid identity authentication response with non-negligible
advantage. it implies the existence of an challenger C that can
solve the ECDLP with non-negligible advantage.

Proof: C receives the public parameters (q, P, G) and
the tuple (P, s P ) from the challenger of the ECDLP. It then
runs the initialization algorithm to generate the corresponding
public parameters and primary private key. C sends the public
parameters params =

〈
q, P, G, Ppub, H0, H1, H2, H3, H4

〉
to

A2. Here, H0, H1, H2 and H3 are one-way hash functions, and
H4 is a random oracle machine. C maintains four initially
empty lists L H4 , L pub, Lsk and Ld , which store the queries
of H4 oracle machine, public keys, private keys and part of
the private keys. Additionally, it uses the list Ls to record the
identity authentication requests submitted by A2. C randomly
selects RI D∗i as the challenge identity.

H4-query. Given a query of the form (RI Di , X i , Zi , Ti ).
If

(
RI Di , X i , Zi , Ti , H ′i

)
∈ L H4 , then C returns H ′i

to A2. Otherwise, C randomly selects H ′i from the
range of H4 and returns H ′i . Subsequently, C adds the
tuple

(
RI Di , X i , Zi , Ti , H ′i

)
to the list L H4 .

Private key-query. The input to the query is RI Di .
If (RI Di , ui , di ) ∈ Lsk , C returns (ui , di ) to A2. Otherwise,
C performs the following operations. If RI Di = RI D∗i ,
C terminates. Otherwise, C randomly selects ui , zi ∈ Z∗q ,
calculates Ui = ui P , Zi = zi P . It returns (ui , di ), adds tuples
(RI Di , ui , di ), and (RI Di , Ui , Zi ) to the lists Lsk and L pub,
respectively.

Public key-query. The input to the query is RI Di .
If (RI Di , Ui , Zi ) ∈ L pub, then C returns (Ui , Zi ) to A2.
Otherwise, C proceeds as follows. If RI Di = RI D∗i , C
randomly selects u∗i ∈ Z∗q , calculates U∗i = u∗i P , returns
(Ui , Zi ) to A2, and adds

(
RI D∗i , U∗i , Z∗i

)
and

(
RI D∗i , u∗i ,⊥

)
to L pub and Lsk , respectively. Otherwise, C randomly selects
ui , zi ∈ Z∗q , calculates Ui = ui P , Zi = zi P and di =

zi + sh1 (Ui , Zi ) mod q , returns (ui , di ). It also adds tuples
(RI Di , ui , di ) and (RI Di , Ui , Zi ) to the list Lsk and L pub,
respectively.

Send-query is similar to Theorem 1.
Theorem 5: If adversary A2 can impersonate the platoon

head vehicle and forge a legitimate identity authentication
response message with a non-negligible advantage, then there
exists C can solve the ECCDHP with a significant advantage.

Theorem 6: If adversary A2 can win the session key secu-
rity game with a non-negligible advantage, then C can solve
the ECCDHP with a significant advantage. Note: The proof
structure of Theorem 6 closely mirrors that of Theorem 3
and is therefore omitted to avoid redundancy.

In the security analyses of Theorem 2 and Theorem 3,
C is granted the ability to supply adversary A2 with both the
primary key and individual private keys as required. Therefore,
Theorem 5 and Theorem 6 can be similar to Theorem 2 and
Theorem 3.
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C. Informal Security Analysis

The proposed EEGAP protocol is designed to resist a wide
spectrum of security threats and meets various essential secu-
rity requirements. This section presents an informal analysis
of its security properties, demonstrating its robustness against
common security attacks.

1) Identity Anonymity: In EEGAP, the real identity RI Di
of vehicle Vi is concealed within the pseudonym P I Di =

RI Di ⊕ h3(xi Ppub, Zi , Ti ). An adversary attempting to
retrieve RI Di would need to compute RI Di = P I Di ⊕

h3(xi s P, Zi , Ti ). However, without access to the xi , s, recov-
ering RI Di would require solving the ECDLP, which is
computationally infeasible. Therefore, the protocol ensures
strong identity privacy.

2) Message Authentication: As proven in Theorem 1,
no PPT adversary can forge valid messages signature that sat-
isfies the verification equation σi P = Z i + P pubh1 (U i , Z i )+

U i + X iαi . This guarantees the authenticity and integrity of
messages exchanged within EEGAP.

3) Traceability and Revocation: The TA is the only
entity capable of recovering the true identity RI Di from
a pseudonym P I Di via the equation RI Di = P I Di ⊕

h3
(
xi P pub, Z i , T i

)
, where Z i = zi P , xi ∈ Z∗q . This ensures

that, in the event of misbehavior or disputes, misbehaving
vehicles can be effectively traced and revoked by the TA.

4) Forward Security: If a session key SKi j = SK j i =

h3(xi x j P, P I Di , P I D j ) negotiated between the platoon head
vehicle Vi and V j is compromised, the attacker cannot retroac-
tively compute previous session keys without knowledge of
the one-time random values xi and x j . Given the difficulty of
the ECCDHP, this property is preserved. The same reasoning
applies to the group key in the platoon-splitting phase, ensur-
ing forward secrecy in both EEGAP-PF and EEGAP-PS.

5) Session Key Agreement: In EEGAP-PF, the two
platoon head vehicles Vi and V j independently com-
pute SKi j = h3(xi X j , P I Di , P I D j ) and SK j i =

h3(x j X i , P I Di , P I D j ), without the real-time involvement of
the TA in the authentication and key agreement phase. Due to
xi X j = x j X i = xi x j P , Vi and V j hold the same session key
SK = SKi j = SK j i . In EEGAP-PS, each platoon member
reconstructs the polynomial f (x) using distributed K shares
along with the self-generated points

{
P I D f ,

(
sk f i , T f

)}
, and

calculates the group session key as G Ki = f (0). Hence,
EEGAP could finish session key agreement.

6) Resist Replay Attack: To ensure freshness and prevent
replay attacks, each message includes unique random values
xi , zi and x j and timestamps Ti , T j . Even if an attacker replays
previously transmitted messages M1 and M2, they cannot
compute the current session key without solving ECCDHP.
Thus, the EEGAP is protected from replay attack.

7) Resist Man-in-Middle Attack: Suppose an adversary
poses as a platoon head vehicle V j to perform a man-in-
middle attack and to generate a valid signature σ j on an
intercepted message M2, which is impossible due to the
mentioned Theorem 1. Similarly, it can be concluded that
an adversary cannot impersonate a legitimate vehicle Vi to
generate a signature σi . Hence, the EEGAP is secure against
a man-in-middle attack.

TABLE III

FUNCTIONAL COMPARISON AMONG VARIOUS SCHEMES

8) Resist Impersonation Attack: To impersonate a platoon
head vehicles Vi or V j , an adversary must construct a valid
message M1. However, In EEGAP, each vehicle periodically
updates its pseudonym P I Di = RI Di ⊕ h3

(
xi Ppub, Zi , Ti

)
(valid for Ti ), where xi is a random number selected by Vi ,
and s is the system’s primary secret key. Without knowl-
edge of xi , RI Di , s, an adversary cannot reconstruct a valid
pseudonym or signature that passes verification. Hence, the
protocol effectively prevents impersonation, even in dynamic
vehicular environments.

9) Resist Ephemeral Secret Leakage (ESL) Attack: In the
proposed protocol, the group session key SK is derived
from both short-term secrets

(
xi , x j

)
and long-term secrets

(ui , ui , di , di , s). Even if an adversary compromises the
short-term ephemeral secrets, it must also obtain the corre-
sponding long-term private values and the primary key to
successfully impersonate or compute the session key SK .
Since acquiring both sets of secrets simultaneously is com-
putationally infeasible under the hardness of ECCDHP, the
protocol provides strong resilience against ESL attacks.

VII. SIMULATION AND PERFORMANCE ANALYSIS

This section presents both theoretical and simulation-based
evaluations to validate the performance and effectiveness of
the proposed EEGAP scheme. The theoretical analysis mainly
involves four aspects: functionality comparison, computation
burden, communication burden and platoon serving capabil-
ity. The performance is further verified through simulation
using NS-3 and SUMO, while result analysis is conducted
in MATLAB.

A. Theoretical Analysis

• Comparison of Functionality
All schemes were compared based on their design objectives

and security analyses [13], [34], [35], [36], [37]. The results
are shown in Table III, where ✓ and × indicate whether the
scheme meets or does not meet the functionality. EEGAP sat-
isfies all evaluated security properties, whereas other schemes
exhibit vulnerabilities or lack certain functionalities, thereby
rendering them less robust in practical deployment scenarios.
• Comparison of Computation Burden
The cryptographic runtime measurements are based on

the hardware platform equipped with an Intel Core i5-8300
processor (2.30GHz), 16GB RAM, running Windows 10.
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TABLE IV
CRYPTOGRAPHIC OPERATION AND EXECUTION TIMES

Table IV defines the runtime of several cryptographic oper-
ations and the notation for the operation execution time.
Simple code for calculating the execution time of some
cryptographic operations is attached to the GitHub project link:
https://github.com/wzh199808/EEGAP.

In this paper, the computation overhead is compared with
that of [13], [34], [35], [36], and [37]. EEGAP supports two
primary scenarios: vehicular platoon fusion (EEGAP-PF) and
vehicular platoon splitting (EEGAP-PS). In EEGAP-PF, the
total computation time required for mutual authentication and
session key negotiation between two platoon head vehicles is
6T m

ecc + 2T a
ecc + 5Th = 7.545ms, while in EEGAP-PS, the

computation cost for the platoon head vehicle to negotiate a
group key with its members is T m

ecc + Th = 1.255ms. In our
scheme, group key session key negotiation in both vehicular
platoon fusion and vehicular platoon splitting does not require
the assistance of infrastructure such as FNs and RSUs. The
computation overhead of related protocols [13], [34], [35],
[36], [37] is also computed in the same way.

From the perspective of computation cost, the two sce-
narios involved in our scheme are significantly superior to
all other schemes, as depicted in Fig.3. Mutual authenti-
cation, as well as response delays during key negotiation,
are monitored. Fig.4 illustrates that the corresponding delay
increases linearly with the message, yet a minimal computation
burden is maintained by the EEGAP. Specifically, EEGAP
outperforms other related schemes [13], [34], [35], [36], [37]
by 26.318n−7.545n−1.255n

26.318n ≈ 66.56%, 18.582n−7.545n−1.255n
18.582n ≈

52.64%, 9.471n−7.545n−1.255n
9.471n ≈ 7.08%, 11.34n−7.545n−1.255n

11.34n ≈

22.40% and 18.547n−7.545n−1.255n
18.547n ≈ 52.55%, respectively.

Obviously, our scheme achieves better performance.
• Comparison of Communication Burden
EEGAP employs cryptographic parameters based on a

bilinear pairing algorithm and elliptic curve algorithm with
an 80-bit security level. Specifically, let G1 be an additive
group generated by the q ′-order point P on a supersingular
elliptic curve E : y2

= x3
+ ax + b mod q with a degree

of embedding 2, where p′ and q ′ are 512-bit and 160-bit
prime numbers, respectively. Similarly, construct a similar q-
order G as an additive group on a non-singular elliptic curve,
where p and q are 160bits. Therefore, |G1| = 1024bits and
|G| = 320bits. Parameter sizes used in computation include:
identity length |I | = 128bits, timestamp |T | = 32bits, hash
output |h()| = 256bits, random numbers

∣∣∣Z∗q
∣∣∣ = 160bits,

Fig. 3. Computation delay for authentication and negotiation of a single
session key.

Fig. 4. Computation cost comparison among different schemes.

and Advanced Encryption Standard (AES) key length |AE S|
= 256bits.

To measure the communication cost of the protocol, we have
only considered the messages transmitted during the negoti-
ation of authenticated keys in the vehicular platoon. In our
scheme, during the vehicle authentication negotiation phase,
vehicle Vi transmits {P I Di , X i , Ui , Zi , σi , Ti } to vehicle V j ,
and then vehicle V j returns

{
P I D j , X j , U j , Z j , σ j , T j

}
to

vehicle Vi . Here, X i , Ui , Zi ∈ G, σi , σ j ∈ Z∗q , and Ti , T j are
timestamps. Hence, the total communication cost is calculated
as 3|G| + 2|I | + 2

∣∣∣Z∗q
∣∣∣ = 2176bits.

Fig. 5 illustrates that EEGAP incurs the lowest commu-
nication burden among the evaluated protocols. As depicted
in Fig.6, communication cost scales linearly with message
volume, yet remains consistently lower than the alterna-
tives. Specifically, the EEGAP outperforms other related
schemes [13], [34], [35], [36], [37] by 3296n−2176n

3296n ≈ 33.98%,
4224n−2176n

4224n ≈ 48.48%, 4128n−2176n
4128n ≈ 47.29%, 2336n−2176n

2336n ≈

6.85% and 2432n−2176n
2432n ≈ 10.53%, respectively. Nonetheless,

the communication overhead of the proposed protocol is less
than all related works [13], [34], [35], [36], [37].
• Platoon Serving Capability
To evaluate the performance of the platoon head vehicle

that undertakes the communication of the entire platoon,
this subsection first defines the time spent by the platoon
head vehicle to process a single message as Tgen . The Tgen
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Fig. 5. Communication cost comparison.

Fig. 6. Communication overheads comparison.

in the scenarios (EEGAP-PF and EEGAP-PS) involved in
our scheme are Tgen ≈ 3.7620ms and Tgen ≈ 1.2550ms,
respectively. Let n denote vehicle density (200 ∼ 400), p
the message send probability, v the vehicle speed (5m/s ∼
10m/s), and r the communication range of platoon. Thus,
platoon serving capability Pser =

p·r
v·Tgen ·n

.
Fig. 7 indicates that the service capacity of platoon

gradually declines with increasing vehicle density and speed.
Nevertheless, EEGAP is capable of supporting 240 messages
within every 300ms interval, indicating a very low packet loss
rate even under high-density traffic conditions.

B. Simulation Results Analysis

The network performance of all protocols is simulated
using the open-source simulation platforms NS-3 3.27 and
SUMO 1.8. Road topology and vehicular platoon movement
traces are generated by Open Street Map (OSM) and SUMO
respectively. Fig. 8 shows a map of the simulated area with
a range of 9km × 5km, which is a real traffic environment
located in Linyi, China. The communication model adopts the
IEEE 802.11p standard with a channel capacity of 6Mbps
and a communication range of 300m. The vehicular platoon is
assumed to have a fixed size, and the total number of platoons
varies from 20 to 100. The simulation parameters used are
summarized in Table V. Moreover, to evaluate the network
performance, we consider the following metrics.

Fig. 7. Service capacity of platoon in the EEGAP for different vehicle
densities and different average vehicle speeds, platooning scope r = 300m.

Fig. 8. Simulation area map with a range of 9km × 5km in Linyi, China.
Vehicular platoons of fixed size are represented by yellow dots.

TABLE V

CRYPTOGRAPHIC OPERATION AND EXECUTION TIMES

• End-to-end Packet Delay
The end-to-end delay reflects the time taken for a packet

to be transmitted from the source vehicular platoon to the
destination platoon. We compared the end-to-end delay of the
EEGAP with that of existing protocols [13], [34], [35], [36],
[37] under varying platoons densities, maintaining a constant
vehicle velocity of 20m/s. As shown in Fig. 9, the end-to-end
packet delay increases with the number of platoons. This is
because, as the platoons grows, the packet size transmitted
within vehicular platoon systems also increases, leading to
higher transmission delays. The experimental results in Fig. 9
indicate that EEGAP achieves the lowest end-to-end delay.
This is primarily due to the reduced computation and com-
munication overhead in both packet generation and reception,
making our scheme more efficient than the alternatives.
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Fig. 9. Comparison of end to end delay under different vehicular platoons
density.

Fig. 10. Comparison of total lost ratio under different vehicular platoons
density.

• Packet Loss Ratio
The packet loss ratio is defined as the proportion of lost

packets relative to the total number of packets transmitted
during vehicular platoon communications. A higher packet
loss ratio reflects increased transmission failures, typically
resulting from channel contention, collisions, or network
congestion. As depicted in Fig. 10, the packet loss ratio
increases proportionally with the number of platoons for all
evaluated protocols. This trend is attributable to the increased
packet transmission volume, which raises the probability of
collision and contention in the shared communication medium.
Nevertheless, EEGAP exhibits a significantly lower packet loss
ratio compared to other schemes [13], [34], [35], [36], [37].
This improvement is primarily due to EEGAP’s lightweight
authentication mechanism and efficient message processing,
which collectively reduce network congestion and minimize
transmission delays.

VIII. CONCLUSION AND OUTLOOKS

This paper proposes an efficient ECC-based group authen-
tication protocol (EEGAP), specifically designed for dynamic
vehicular platoon environments. EEGAP addresses critical
challenges associated with platoon structure adjustments,
including platoon fusion and splitting, thereby enabling
secure, scalable, and seamless intra-platoon communication
in dynamic scenarios. Unlike existing schemes, EEGAP
combines anonymous authentication with a robust group
key agreement mechanism that guarantees message integrity,
non-repudiation and traceability, while significantly reducing
communication and computation overhead. Simulation results
obtained using NS-3 and SUMO demonstrate that EEGAP
achieves over 7.08% reduction in computation cost and more
than 6.85% reduction in communication overhead compared
to state-of-the-art schemes. Comprehensive security analy-
sis and performance evaluations confirm that EEGAP meets

stringent security and practicality requirements for vehicular
platoon communication systems. Future work will focus on
further improving the protocol’s scalability and responsiveness
to support large-scale deployments, with an emphasis on
lightweight communication mechanisms for enhanced real-
time performance.
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