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1 Abstract—With the rapid development of the Internet of 

2 Things (IoT) and blockchain technology, e-voting has been 
3 widely used in all aspects of people’s lives. However, there is 
4 a common problem in the vast majority of e-voting solutions: 
5 the inability to complete vote counting without a trusted third- 
6 party organization, which may lead to security risks. When 
7 designing an e-voting system, ensuring the trustworthiness of 
8 the voting results as well as protecting the privacy of the 
9 voters are always the most important issues. To address this 

10 challenge, we propose improved secure and efficient (ISE)-Voting, 
11 an ISE e-voting scheme for blockchain-assisted IoT devices. 
12 Our proposed ISE-Voting achieves voter privacy anonymity, 
13 distributed vote counting, and public verifiability of counting 
14 results in e-voting systems by using secret-sharing and identity- 
15 based ring signatures in the blockchain system. In addition, 
16 we introduce a cloud service provider (CSP), which is used 
17 to share the computational pressure of the system and assist 
18 ISE-Voting to complete the final counting. According to the 
19 experimental analysis and results, our scheme is not only 
20 able to meet the basic security goals of satisfying correctness, 
21 anonymity, unforgeability and verifiability, and provide 128-bit 
22 identity security for the voters in the post-quantum environment. 
23 Moreover, it can complete the distributed counting of voters’ 
24 ballots within an effective time, which provides a feasible solution 

25 for future e-voting systems. 

26 Index Terms—Anonymity, e-voting, e-voting privacy, identity- 

27 based ring signature, secret sharing. 

 

28 I. INTRODUCTION I 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 1.  Typical framework of e-voting in blockchain systems. 

 

 

are often found in our lives, such as student elections and 31 

corporate board elections. The development of online e-voting 32 

shows the digitization and modernization of the voting process, 33 

bringing more efficiency, transparency and inclusiveness to 34 

the election process, and a typical framework of online 35 

e-voting in a blockchain system is shown in Fig. 1. The 36 

introduction of e-voting systems aims to address many of 37 

the challenges associated with traditional paper-based voting, 38 

 
 
 
 
 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

29        In Recent years, electronic voting has been a research 

30 hotspot in both academia and industry, and voting activities 
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including the time-consuming nature of the voting process, 39 

wasted resources, ballot counting errors, and difficulties in 40 

managing and analyzing voting data. The advent of e-voting 41 

systems not only simplifies the voting process for voters, 42 

but also enhances the credibility and fairness of elections. 43 

It enables voters to participate in elections over a wider 44 

geographical area and to exercise their electoral rights conve- 45 

niently wherever they are. In addition, e-voting systems can 46 

provide real-time election results, providing governments, can- 47 

didates and voters with more rapid feedback and data analysis, 48 

which helps better understand voter needs and political trends. 49 

The first e-voting scheme was proposed by Chaum [1] in 50 

the 1980s. However, the introduction of e-voting systems also 51 

comes with a new set of challenges and risks. For example, 52 

they all lack traceability and transparency, rely on a centralized 53 

authority, and require a trusted third party to collect ballots, 54 

verify and tally the results. The emergence of blockchain 55 

technology [2] has solved the above problems very well. As 56 

an innovative technology, blockchain is widely used in the 57 

field of the Internet of Things (IoT) [3], [4], [5]. Through the 58 
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59 immutability of blockchain, distributed ledgers, and smart con- Research on e-voting systems generally involves two 
 
114 

60 tracts, voting data can be securely stored and verified, which aspects: 1) safeguarding user privacy and 2) optimizing ballot 115 

61 can ensure that each ballot is unforgeable, and all participants format (BF). First, for user privacy protection, [13] proposed 116 

62 in the system can track and verify the results of the voting in a verifiable online e-voting system via mix-net protocol [1], 117 

63 real time, thus increasing the trustworthiness and transparency which randomizes the ciphertext through a chain of hybrid 118 

64 of the election, and decreasing the potential risks and errors. servers and recovers the plaintext ballots in an unlinkable man- 119 

65 In traditional blockchain authentication mechanisms, public ner. Clarkson et al. [14] proposed an e-voting scheme based 120 

66 key cryptosystems are usually employed to verify user identi- on ring signatures and clash attack protection, which adds a 121 

67 ties [6]. However, this approach carries inherent security risks, new security model called “RE-NOTE,” and this model allows 122 

68 particularly concerning privacy protection. Moreover, if the a group of users to vote without providing related information. 123 

69 device is intruded, malicious users may illegally access the In addition, this approach improves the security of the e-voting 124 

70 private information. In this case, the e-voting system will still system using the new model. Ge et al. [15] proposed the 125 

71 face the problems of authentication, data privacy protection, Koinonia voting system where any user can verify that each 126 

72 and trustworthiness of the voting results, which will result in ballot is formatted and counted correctly. Revathy et al. [17] 127 

73 serious security problems [7]. proposed an e-voting scheme using deep learning techniques. 128 

74 In order to ensure the security and efficiency of the e- Specifically, the scheme uses convolutional neural network 129 

75 voting scheme in the current blockchain systems, this article (CNN) for face recognition. The voting process combines 130 

76 deeply researches the advantages and disadvantages of online blockchain technology with a blind signature scheme, and its 131 

77 e-voting schemes based on blockchain and various crypto- main goal is to evaluate the ability of online e-voting systems 132  

78 graphic security techniques. Based on this, our paper proposes in guaranteeing security. Chaudhary et al. [16] proposed a 133 

79 an online e-voting scheme that integrates blockchain and voting mechanism that utilizes blockchain. The mechanism 134 

80 cryptographic technologies with high security and efficiency. utilizes IPFS and 5G technologies to ensure that voters are 135 

81 Our main contributions are summarized as follows. able to participate in candidate elections in a cost-effective, 136 

82 1) We propose improved secure and efficient (ISE)-Voting, reliable, and secure manner. 137 

83 a blockchain-based e-voting solution, and it is highly For the design and optimization of BF, [18] proposed a 138 

84 secure. In addition, to fulfill the essential security prop- protocol based on ElGamal and specified verifier proofs. In 139 

85 erties of e-voting systems, we employ an algorithm this scheme, the teller proves to the voter that the submit- 140 

86 of identity-based ring signature based on symmetric ted information about the reordering is correct by using a 141 

87 primitives. specified verifier proof. And each valid ballot is encrypted 142 

88 2) To ensure the public verifiability and credibility of the using a deterministic cryptographic function. Li et al. [19] 143 

89 counting results, we innovatively design a verifiable e- proposed a blockchain-based self-recording ballot e-voting 144 

90 counting solution based on secret sharing, combined system. The scheme utilizes linkable group signatures and 145 

91 with a cloud server provider (CSP) to effectively share homomorphic time-locking puzzles to maintain anonymity, 146 

92 the computational pressure. accountability, and a balance between vote size and efficiency 147 

93 3) We perform a thorough security analysis on ISE- in the e-voting system. Shahandashti and Hao [20] designed a 148 

94 Voting. Additionally, we design experiments to assess privacy-enhancing DRE-ip thus encrypting ballots in real time. 149 

95 the proposed scheme. The results of these experiments This scheme can publicly verify the results of vote counting 150 

96 indicate the better performance on online e-voting, in in the voting system without decrypting the private ballots. 151 

   

   

97 terms of system security. Liu and Zhao [21] proposed a vote counting scheme based 152 

98 This remaining paper is organized as follows. Section II on secret sharing as well as K-anonymity, in which the votes 153 

99 describes the related work. In Section III, the system roles consist of 0 and 1. It not only satisfies the basic security 154 

100 and entities, symbolic descriptions, and framework and goals goals of noncheating, universal verifiability and anonymity, 155 

101 of our proposed scheme are presented. The implementation but also the security does not depend on any computational 156 

102 of our proposed scheme ISE-Voting is described in detail hardness assumptions. Huber et al. [22] designed an elec- 157 

103 in Section IV. Section V provides the security as well as tronic voting system with provable security. The system is 158 

104 performance analysis and experimental evaluation of our particularly suitable for election scenarios in which ballots 159 

105 scheme. Finally, the summary is given in Section VI. are publicly counted but remain anonymous. By designing 160 

 a completely new protocol, this scheme realizes a practical 161 

106 II. RELATED WORK 
e-voting mechanism. 

Taken together, the related work described above, although 
162 

 

163 

107 An e-voting system is a comprehensive cryptography-based they all provide valuable solutions and approaches for building 164 

108 system. The cryptographic security techniques it relies on can more reliable e-voting systems for blockchain-assisted IoT 165 

109 be generally categorized into four categories: 1) homomor- devices. However, there are still many problems in protecting 166 

110 phic encryption [8]; 2) digital signatures [9], [10]; 3) hybrid user privacy in e-voting systems as well as the trustworthi- 167 

111 networks [1]; and 4) secret sharing [11], [12], and these ness of ballot counting results. To this end, we design and 168 

112 cryptographic security techniques provide a solid foundation implement ISE-Voting by using identity-based ring signature 169 

113 for the continued development of e-voting systems. based on symmetric primitives and secret sharing techniques. 170 



 

TABLE I 

DEFINITION OF SYMBOLS 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
managing the execution of the voting scheme without human 198 

intervention. 199 

Election Initiator (EI): It is responsible for creating the 200 

voting contract, setting the information, such as the topic of the 201 

vote, the list of candidates, the BF, etc. and making it public. 202 

Among them, the BF utilizes the Borda counting method [23] 203 

in order to realize the implementation. 204 

Vi (The ith Voter): It has an identity ID derived from 205 

personal identity information and a unique signature key 206 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

cID = {cIDi 
, . . . ,  cIDi 

}, and then sign the ballot to generate 

Fig. 2.  Timing process for ISE-Voting. derived from the ID. We assume that there are a total of n 
voters in the system (where i = 1 , . . . ,  n). 

 

207 

 
208 

171 In our scheme, identity-based ring signatures utilize sym- Cj (The jth Candidate): It assists the EI in the computation 
 

209 

172 metric primitives to streamline key management and boost of the eligible ballot information and its final ballot result is 210 

173 data processing efficiency. This approach not only facilitates cj. We suppose there are a total of m candidates in the system 
 

211 

174 symmetric key operations but also ensures robustness against (where j = 1 , . . . ,  m). 212 

175 quantum attacks. Conversely, the secret sharing technique 

176 secures sensitive data by distributing it across multiple shares, 
CSP: It is used to share part of the computational tasks in 

the ballot counting process, thus reducing the computational 

 

213 

 
214 

177 thereby preserving the overall system’s security even if some burden on the candidates and the EI.  
215 

178 data is compromised. Additionally, this method promotes Our proposed ISE-Voting achieves decentralized role man-  
216 

179 decentralized storage, increasing the system’s fault tolerance agement through clear role definitions and the modular design.  
217 

180 and transparency. To sum up, it provides a viable solution The EI is responsible for deploying smart contracts and  
218 

181 for the secure implementation of modern e-voting systems, managing participant registrations. Smart contracts are used  
219 

182 ensuring the fairness and transparency. to automatically execute interactions and task assignments 
 

220 

 between roles, ensuring that each participant understands the 221 

183 III. FRAMEWORK OF ISE-VOTING SYSTEM permissions and responsibilities, while also reducing the com- 222 

 plexity of manual interventions. Additionally, the blockchain 223 

184 In this section, we provide a relevant introduction to ISE- system facilitates transparent communication between roles,  
224 

185 Voting’s system roles and entities, the symbols in the proposed ensuring smooth information flow among voters, candidates,  
225 

186 framework. and CSPs. 
 

226 

187 A. System Roles and Entities B. Description of Symbols 

 
 

227 

188 In our designed scheme, which contains six main types of In this section, we give the necessary description of the 
 

228 

189 roles, the timing process of ISE-Voting is shown in Fig. 2. main notations in our proposed scheme as shown in Table I. 229 

190 DCA (Decentralized Registration Center): It is responsible ISE-Voting uses the security parameter k, the public parameter 230 

191 for auditing the voter’s identity information (e.g., ID, email pp, and the master key pair (MPK, MSK) to generate the key 231 

192 address, etc.). If the audit passes, the DCA sends the corre- pair (IDi, SIDi ) used for voting for the eligible voters (in fact, 232 

193 sponding signature key pairs to voters. The list of voters is it is generated by a private key generator (PKG)). The voter 233 

194 publicly stored on the blockchain and can be monitored and Vi can vote for m candidates to generate the ballot message 234 

195 verified by anyone. 

196 SC (A Smart Contract on the Blockchain): It is used to assist 

1 m 

σIDi , which is essentially constructed as a noninteractive zero- 

235 

 

236 

197 the overall process of voting, thus automating the control and knowledge proof system, where the voter Vi utilizes the public 237 
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Fig. 3.  Main framework of ISE-Voting. 

 

238 information xi and the private information wi in order to prove 

239 his knowledge of the circuit C. pathIDi is ultimately used to 
240 achieve voter’s anonymity. 

 
241 C. Main Framework 

smartphones and tablets) or servers, distributed across different 280 

geographical locations. Each node transmits and interacts with 281 

secure data through encrypted communication protocols to 282 

guarantee the security and consistency of information across 283 

devices. First, the EI deploys the corresponding smart contract 284 

SC and publishes it on the blockchain, and the voters as 285 

well as the candidates obtain a corresponding permission 286 

after registering in the system. Eligible Voter Vi can vote 287 

for each candidate by using the IoT devices, depending on 288 

their personal preference, and then sign its ballot by using 289 

its own signature key through the ring signature technology 290 

in the middle layer. The EI is able to verify the validity of 291 

the signature through the smart contract SC, as well as the 292 

correctness of the BF. 293 

If the verification is passed, the smart contract SC realizes 294 

the secret sharing of private ballots by utilizing the secret 295 

sharing technology in the middle layer, and each candidate 296 

and the EI will get a part of the secret subshare, and calculate 297 

the corresponding share, but none of them can know the 298 

real ballots or the final results of the individual candidates. 299 

242 The designed ISE-Voting contains a total of three layers of Each candidate and the EI send the results of their respective 300 

243 main framework, as shown in Fig. 3. calculations to the CSP for the final vote count. The CSP first 301 

244 
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269 

1) Contract Layer: The top layer is the contract layer, 

which is responsible for managing all relevant data 

in ISE-Voting. Voting and counting processes are con- 

ducted through smart contracts. Different types of 

contracts, such as voting contracts and counting con- 

tracts, can be clearly defined and managed to ensure the 

transparency and traceability of data processing. 

2) Technology Layer: The middle layer is the technology 

layer, which includes the specific necessary crypto- 

graphic techniques to implement ISE-Voting, including 

ring signature, secret sharing, and CSP technologies. 

The ring signature ensures voter anonymity while allow- 

ing for effective identity verification. Meanwhile, the 

secret sharing technique divides each voter’s ballot into 

multiple subshares, enhancing the system’s security and 

fault tolerance. 

3) Data Layer: The bottom layer is the data layer. As 

an infrastructure for data storage, IoT devices col- 

lect and process voting-related data, and some public 

voting information is distributed via the blockchain, 

allowing eligible participants to access the desired 

information in real time and ensuring data trans- 

parency and verifiability. The blockchain’s tamper-proof 

nature further guarantees the security of the voting 

data. 
In our proposed ISE-Voting, high-performance full nodes 

verifies the correctness of the calculations of each calculation 302 

participant and informs the corresponding malicious users. If 303 

the verification is passed, then the final count is calculated 304 

and published so that everyone can verify the correctness and 305 

validity of the results. 306 

D. Design Goals 307 

In practical application scenarios, our proposed ISE-Voting 308 

aims to fulfill the following basic security requirements and 309 

properties. 310 

Unforgeability: Adversary A cannot falsify an eligible 311 

ballot result. That is, no polynomial-time adversary can win 312 

the following game by a non-negligible advantage, then 313 

the ISE-Voting scheme is unforgeable. The game is played 314 

between adversary A and challenger C. We can define the 315 

wining advantage of A in the above game as: AdvForge = 316 

Pr[A succeeds]. 317 

Anonymity: The identity of the voter and the final voting 318 

result are not available to other users in the ISE-Voting system. 319 

That is, for a given arbitrary set of identities EIDs, cID, and 320 

σIDi , even with infinite computational capacity, no adversary 321 

can identify the true signer with a probability better than a 322 

random guess, then the scheme is unconditionally anonymous. 323 

The game is played between adversary A and challenger C. 324 

At this point, A’s advantage in the above game can be defined 325 Anon Anon 

270 are deployed by EIs or blockchain service providers. These as: AdvA = |SuccessA − (1/n)|. 326 

271 nodes are responsible for maintaining the integrity of the Correctness: This property requires that the ballots of all 327 

272 entire blockchain system, executing smart contracts, verifying eligible voters in ISE-Voting be counted accurately, preventing 328 

273 transactions, and participating in consensus, thus ensur- attackers from forging the process of eligible voting. 329 

274 ing the security and efficiency of the system. In contrast, Verifiability: All users in the ISE-Voting system are able to 330 

275 general-purpose nodes can be deployed by registered voters verify the final vote results to ensure that eligible ballots have 331 

276 and candidates. They primarily handle common transaction been counted correctly. 332 

277 requests, store voting records, and provide data access, ensur- Immutability: This property is used to ensure that voting 333 

278 ing the transparency and verifiability of the voting process. data is protected from unauthorized modification or tampering 334 

279 Individual nodes in the voting system can be IoT devices (e.g., during the transmission and storage process. 335 
 



 

336 Robustness: The ability of the ISE-Voting system to main- 

337 tain stability and reliability despite anomalies or malicious 

338 attacks, and to ensure that the voting process runs smoothly 

339 and that the accuracy and integrity of the voting results are 

340 not compromised. 

341 Fault Tolerance: This feature requires the system to be 

342 highly fault-tolerant to ensure that in the event of node failure 

343 or malicious attacks, the system can still maintain stable 

344 operation and ensure the accuracy and integrity of voting 

345 results. 

346 Scalability: It implies the ability of the ISE-Voting system to Fig. 4.  Identity proof process based on Merkle Tree. 

347 handle a growing number of users and increased system load 

348 without compromising performance or risking system running. 
 

SIDi 

 
is essentially a digital signature, which is actually 391 

349 It entails maintaining efficient operation as the system expands 

350 in size, all while upholding the security and integrity of the 

351 voting data. 

executed by PKG. Before the voting starts, DCA utilizes 392 

SC in order to form the set EIDs of qualified ID and 393 

publicize it to the blockchain, while the SIDi is kept 394 

 
 

352 

 
353 

IV.  IMPLEMENTATION OF ISE-VOTING 

Our proposed ISE-Voting ensures the security of the 

secretly by the voter as a private key. 395 

4) Valid Identity Set Accumulation: The EI executes the 396 

algorithm (AEIDs, MR) ← Acc.Eval(pp, EIDs) to accu- 397 

354 e-voting system by applying ring signatures as well as secret 

355 sharing techniques in the blockchain systems. An identity- 

356 based ring signature based on symmetric primitives is utilized 

357 to guarantee the privacy and anonymity of the voter’s identity. 

358 In addition, a new counting model based on secret sharing 

359 is designed to implement the calculation of the final ballot 

360 results. 

mulate the sets of identities belonging to the ring 398 

through the voting contract SC, and finally outputs the 399 

accumulator AEIDs and the updated public key MR.    400 

361 The implementation of the ISE-Voting utilizes DS [24] 

362 algorithm and the ACC [25], [26] algorithm. Among them, 

363 the DS algorithm is a digital signature algorithm, and it 

364 generally includes three phases, DS.KeyGen, DS.Sign, and 

365 DS.Verify. ACC algorithm is an accumulator algorithm, it gen- 

366 erally includes four phases, Acc.Gen, Acc.Eval, Acc.WitGen, 

367 and Acc.Verify, and the algorithm possesses correctness and 

368 collision freeness. Our scheme consists of three phases: 

369 1) initialization and key generation phase, 2) voting phase, and 

370 3) ballot counting and verification phase. 

 

 

 

 

 

 

 
.WitGen(MR, AEIDs, EIDs, IDi) by utilizing the pub- 

 

 

 

 

 

 

 

 

 

 

 

 

where τ = log n, i1 , . . . ,  iτ = binτ (i − 1)E{0, 1} , and bin 

B. Voting Phase 
 

401 

This phase is mainly executed by the voter, specifically, the 
 

402 

voter Vi will call the SC from the ISE-Voting system and then 403 

vote for the candidate based on the BF released by the EI and 404 

the individual intention. This phase contains two substeps. 405 

1) The voter Vi executes the accumulator evaluation 406 

algorithm Acc.Eval(pp, EIDs) by utilizing the public 407 

information to generate the parameter information: the 408 

accumulator AEIDs as well as MR. 409 

2) The voter Vi executes the identity path generation 410 

algorithm (which is also known as the accumu- 411 

lator  evidence  generation  algorithm)  pathIDi ← 
Acc 

412 

 

413 

lic key MR, the accumulator AEIDs, the set EIDs, and 414 

 
371 A. Initialization and Key Generation Phase an element IDi belonging to the qualified set EIDs as 

 
415 

372 This phase is jointly accomplished by the EI and DCA inputs, and finally returns its own path direction pathIDi 416 

373 through the voting contract SC. The phase specifically involves as a valid proof of identity. 417 

374 four substeps. Here, for the ease of description, we can assume that 418 

375 1) Initialization: The EI creates the voting contract SC, sets n = 8 in the ISE-Voting system, i.e., there are eight voters 419 

376 the system-related parameters, and specifies information, V 1 , . . . ,  V8, and their respective ID numbers are accumulated 420 

377 such as the list of candidates, the BF, etc., and then into the Merkel accumulator as part of the identity proof 421 

378 deploys it to the blockchain. through the hashing operation, and ultimately generates the 422 

379 2) System Parameters and Key Generation: The DCA first root hash value MR. For V6, whose identity proof process 423 

380 generates the system’s master public key Mpk and is illustrated in Fig. 4, the witness wIDi (that is, pathIDi ) of 424 

381 master private key Msk by executing the algorithm the voter Vi is defined as: wIDi = ((i1,...,  iτ ), (wτ , . . . ,  w1)), 425 
k 

382 (Mpk, Msk) ← DS.KeyGen(1 ). Second, it generates the τ 
426 

383 public parameter pp by executing the algorithm pp ← denotes the binary decomposition operation. 427 
k 

384 Acc.Gen(1 ), and then publicizes the master public key In order to further the hiding of identity of voter Vi, we use 428 

385 Mpk and the public parameter pp. the multiplexer μ [27] in the ISE-Voting system to hide the 429 

386 3) Voter’s Identity Registration: The voter Vi adopts the identity of the Vi by using the path direction pathIDi to the root 430 

387 IDi derived from the personally identifiable information MR. Our approach for anonymizing user identities primarily 431 

388 (PII) and then uploads it to the ISE-Voting system. DCA involves using disjunctive proofs to simulate the commutativity 432 

389 executes the algorithm SIDi ← DS.Sign(IDi, Msk) in of inputs across each level of the hash function. This method 433 

390 order to generate the Vi’s signature private key SIDi . The allows us to obscure the precise path through the tree. Each 434 
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Fig. 5.  ISE-Voting anonymous signature. 

 

435 layer’s individual statements are seamlessly integrated into an 
436 overarching junction structure. This is described in (1), where 

437 Uτ = H(Mi1,...,if ) and j ranges from τ − 1 to 0  
 

 
438 H

(
μ

(
Uj+1, wj+1, ij+1

)) 
=

  
H(Uj+1, wj+1), ij+1 = 0 

 
(1) 

 
Fig. 6.  Proposed ballot counting scheme. 

439 Before the voting time deadline, the voter Vi signs the 
 

 Algorithm 1 Ballot Cutting Algorithm 
440 ballot cIDi by using his own signature key SIDi to generate 

441 the ring signature σIDi , which is executed by the algorithm 
442 sign(cID , EIDs, IDi, SID , Mpk, pp), and then uploads the sig- 

 
 

Input: (m, n), {cj }i∈[n],j∈[m]; 
j xj))i∈[n],j∈[m+2] 

i i i 

443 nature data (sigIDi , cIDi ) to the SC. It is worth noting here 1: for i ← 1 to n do 

444 that the construction of this scheme for the identity-based ring 
i 
1,1 = random value in Zq; 

445 signatures is essentially a noninteractive zero-knowledge proof 3: for j ← 1 to m do 

446 system [28]. That is, σID = NIZK.Proof (xi, wi). 
 

 

4: hj(x) =
  j 

ai · xt + cj  ; 

448 polynomial time (PPT) algorithms, NIZK.Setup, NIZK.Prove, 

449 and NIZK.Verify. In ISE-Voting, for voter Vi, it takes the 

450 statement xi = (cIDi , MR, AEIDs, Mpk), and the witness wi = 
451 (SIDi , IDi, pathIDi ) as inputs, and outputs the argument σIDi 

452 to prove how well Vi knows the inputs wi of the circuit C 

453 such that the circuit satisfies C(xi, wi) = yi, which means 
454 that the final result of C(xi, wi) is 1. In this algorithm, using 

6: xj = random value(); 
7: end if 

8: if (j == m) then 

9: xj+2 = random value(); 
10: end if 

11: xj+1 = random value(); 
12: for t ← 1 to j + 1 do 

455 the Fiat–Shamir transform, cIDi can be embedded to generate 
i 
j+1,t = hj(xt); 

456 the challenge ci = H(ri, cIDi ), where ri is a random value. The 14: if (j == m) then 

457 details of the process are shown in Fig. 5. For an adversary 

458 experiment AdvA,NIZK(k), it has negligible advantage 

i 
j+1,t+1 

16: end if 

= hj(xt+1); 

1 r (  ) 17: end for 
 

459 
zk 
A,NIZK 

(k) = 1 Pr crs ← NIZK.Setup 1 : ANIZK.Prove = 1 18: end for 
 19: end for  

r( 
∗ ∗

) 
( 

k 
) 

(xi,crs∗ ,σ ∗ ) 
l
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≤ negl(k) 
∗ ∗ 

1 

k 
NIZK.Ext(crs, t, xi, σIDi )) is the extractor, σIDi ← S(t, xi), 474 

462 where (crs , σIDi 
) ← NIZK.Sim(1 , xi) is a simulator that 

463 takes the security parameter k and statement x as input, and 

464 outputs the common reference string crs∗ and the simulation 

465 proof σ ∗ . Then, it means that the NIZK argument possesses 
466 zero-knowledge. If there exist algorithms S, NIZK.Sim and 

467 extractors E that satisfy the definition of zero-knowledge, then 

468 the proof system NIZK satisfies simulation extractability such 
469 that 

t is a state, and M is the list of queries made by A to 475 

NIZK.Sim. 476 

For a given binary relation R : {0, 1}∗ × {0, 1}∗ −→ {0, 1}, 477 

Vi needs to satisfy two conditions in order to make it establish 478 

that (xi, wi)ER as follows. 479 

1) Proof the Identity Belongs to the Set (IDiEEIDs): That is, 480 

Acc.Verify(MR, AEIDs, pathIDi , IDi) = 1. The algorithm 481 

takes the public key MR, the accumulator AEIDs, the 482 

470 
SimE 
A,NIZK 

(k) = Pr

 
(
xi, σIDi 

) 
← AS,NIZK.Sim

(
1k

)
 

witness wIDi , and the voter’s identity IDi as inputs and 483 

finally outputs the verification result. 484 

471 

472 

wi ← NIZK.Ext
(
crs, t, xi, σIDi 

) 
: NIZK.Verify

(
xi, σIDi 

)
 

= 1 ∧ 
(
xi, σIDi 

) 
∈/ M ∧ (xi, wi) ∈/ R

l 

≤ negl(k) 

2) Proof of the Validity of SIDi : That is, 485 

DS.Verify(IDi, SIDi , Mpk) = 1. The algorithm takes the 486 

message IDi which has been signed by the voter, the 487 

master public key Mpk, and the signature private key 488 

473 where E = ((crs, t) ← NIZK.ExtGen(1 , t), wi ← SIDi as input and finally outputs the verification result.  489 

460 

447 

2: a 

13: a 

15: a 

Adv 

Adv 

An NIZK argument generally consists of three probabilistic 5: if (j == 1) then 

− Pr ← NIZK.Sim 

l 
k 



 

i 
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i 
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i=1 i 

ID , c ID 

1,1 j 

( 1x , h (x 
)) 

i 

n 

= {c1 2 
ID , . . . ,  cm blockchain. Here, ξ0 = g i=1 IDi  mod p, and ξj = 583 

of each voter. First, the large prime numbers p and q are i=1 

i 1 

490 C. Ballot Counting and Verification Phase submitted to the next round of coefficient assign- 548 

ment: ai = hj(x1), . . . , ai = hj(xj+1), and 549 

491 This phase is a common phase for all users in the system, j+1,1 i j+1,j+1 i 

492 and it contains two subphases: 1) the ballot counting subphase 

493 and 2) the verification subphase. For the former subphase, 

494 when the voting time ended, the voter will no longer be able 

495 to vote through the system. The ISE-Voting system will verify 
496 the validity of the uploaded signatures as well as the legitimacy 

the constructed polynomial is destroyed. 550 

c) When j = m, which is the final round of ballot 551 

cutting, the polynomial coefficients generated from 552 

the contract SC computation in round m − 1 553 

are used to construct the polynomial hm(x) = 554 

497 of the ballots through the contract SC. Further, the subphase 
i 
m,1 · x + ai · x2 + · · ·  + ai · xm + cm 

i 
. 555 

498 includes two steps as follows. 

499 1) The contract SC obtains (AEIDs, MR) through the accu- 

500 mulator algorithm Acc.Eval(pp, EIDs). 

Then, combine x 1 , . . . ,  xm and randomly select two 556 

points xm+1 and xm+2 in the region to substitute 557 

into hm(x) to obtain the final secret subshares: 558 
(x1, hm(x1)), . . . , (xm+2, hm(xm+2)) and destroy the 559 

501 2) The contract SC verifies the validity of the signa- i i 
 

502 

 
503 

 
504 

 
505 

ture by using the information obtained above and the 

returned value of the ring signature verification algo- 

rithm NIZK.verify((cIDi , MR, AEIDs, Mpk), σIDi ). 
If the verification fails (returns 0), the system will report 

constructed polynomial. 560 

2) In the ballot subshare sharing stage, the SC will 561 

share the subshares of the subballots, and each 562 

candidate Cj (where j = 1 , . . . ,  m) as well as EI 563 

506 the possible dishonest behavior of the corresponding malicious 

507 voter. If the verification passes (returns 1), the contract SC 

508 will collect the qualified ballots for the next computation, and 

will receive the secret shared subshares individu- 564 

ally, without knowing the real ballot information. 565 

In particular, Cj will receive the ballot subshare 566 

(xj, hm(x j)),..., (xj, hm(xj)),  EI  will  obtain  ballot 567 
509 the secret subshares will be distributed by the SC to each 1 n subshares (xm+1, hm(xm+1)),..., (xm+1, hm(xm+1)),  568 

510 candidate Cj (where j = 1 , . . . ,  m) and the EI, and then Cj 1 n 

511 (where j = 1 , . . . ,  m) and EI, respectively, sum up the secret and Vi (where i = 1 , . . . ,  n) will receive the secret 569 

512 subshares. For the latter subphase, when the CSP calculates information (ai , xm+2, hm(xm+2)). In addition, after 570 

513 the final ballot result based on the secret summation value, all 

514 users in the system can verify the validity of the result. 
515 The Ballot Counting Subphase In the ballot counting sub- 

obtaining the ballot subshares, Cj (where j = 1 , . . . ,  m) 571 

and EI will separately calculate the summation of 572 

the ballot subshares. Particularly, they will calculate: 573 

516 phase, the contract SC in the ISE-Voting system will use hm(xj) =
   n 

hm(xj) (where j = 1 , . . . ,  m, m + 1) 574 

517 qualified ballots for secret sharing, which can be divided 

518 into five substages: 1) ballot cutting stage; 2) ballot subshare 

519 sharing stage; 3) verification message broadcasting stage; 

520 4) ballot share verification stage; and 5) ballot reconstruction 

521 stage. The proposed ballot counting scheme is shown in Fig. 6. 

522 1) The ballot cutting stage is executed by the contract SC 

523 in an automated mode. When the BF of voter Vi (where 

individually. The summation results will then be sent to 575 

the CSP separately. 576 

3) In the verification information broadcasting stage, the 577 

SC will broadcast and announce some information 578 

which will be used for users to perform verification at 579 

a later stage. Specifically, the SC will use the value 580 

point set x 1 , . . . ,  xm and the validation information ξj 581 
(where j = 0 , . . . ,  m) to broadcast and publish to the 582 

524 i = 1 , . . . ,  n) is reviewed and approved, the contract SC   n  cm 

i i i i 
 

 

  n  ai 

 

527 

 
528 

 
529 

 
530 

 
531 

 
532 

selected such that q|(p − 1), and the function h : Zq → 
Zp is selected. The execution process contains a total 

of m rounds, and j is the current execution round. The 

algorithm is described as shown in Algorithm 1, and the 

specific execution flow is as follows. 
a) When j = 1, the contract SC randomly selects 

4) The ballot share verification stage is performed by the 585 

CSP, it verifies the validity of the received m + 1 ballot 586 

shares by (2), where r ranges from 1 to m + 1. If the 587 

verification passes, it goes to the next stage of the vote 588 

counting 589 

m 

533 an element ai in the region Zq and then utilizes 
1 

ghm(xr) mod q mod p == 
n (

ξ 
)(xr)

j 

mod p. (2) 
590 

534 this element to construct the polynomial hi (x) = j=0 i 1 

535 

 
536 

 
537 

a1,1 · x + cIDi 
. Then, two points x1 and x2 are ran- 

domly selected and substituted to get: (x1, h1(x1)), 

2 i 2  . The result is then submitted to the next 

5) The ballot reconstruction stage is also performed by 

the CSP, which reconstructs the ballot shares via SC. 
Specifically, for a given m + 1 secret shares, the 

 
 

591 

 
592 

538 round of coefficient assignment: a2,1 = hi (x1) and 
 

CSP reconstructs the results by using the Lagrange i 1 594 

539 

 
540 

 
541 

a2,2 = hi (x2), and the constructed polynomial is 

destroyed. 

b) When j = 2 , . . . ,  m−1, the polynomial coefficients 

interpolation algorithm as shown in (3) and (4), where 

j = m, m − 1 , . . . ,  1 

 

595 

 
596 

542 

 
543 

generated in the previous round by the contract SC 
computation are utilized in order to construct the hj(x) = 

j+1  
h(xk) 

j+1 ( 
 x − xt  

)
 

 
(3) 597 

j i i j j xk − xt 
544 polynomial hi(x) = aj,1 ·x+·· ·+aj,j ·x +cIDi 

. Then, k=1 t=1,t/=k combine x , . . . ,  x and randomly select one point j+1 j+1 
545 1 j j 

n (  −xt 
)
 

546 

 547 

xj+1 in the region to substitute into hi(x) to obtain: 
(x1, h j(x1)),...,  (xj+1, hj(xj+1)). The result is then 

Cj = hj(0) =  
k=1 

h(xk)  

t=1,t/=k xk − xt 
. (4) 598 

i i 

593 

526 

a 

  

525 will secretly cut the ballot cID } 

g m,j  mod p for j = 1 , . . . ,  m. 584 
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TABLE II 

SECURITY COMPARISON OF BLOCKCHAIN-BASED E-VOTING SCHEMES 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 7.  Procedure of the user verification subphase. 

 

599 When j = m, we can recover the polynomial hm(x) from 

final result. Otherwise, it will be notified of the existence of 630 

malicious behavior and punished accordingly. 631 

For  the  EI,  it  can  see  the  real-time  information 632 

of the voting and can verify the final ballot results 633 

of each candidate to determine whether the CSP has 634 

conducted the calculation truthfully. For each candidate 635 

Cj(jE[1, m]), they can share the calculated ballot shares 636 

(x1, hm(x1)), (x2, hm(x2)), . . . , (xm+1, hm(xm+1)) to work out 637 

the final ballot results in collaboration with other candidates, 638 

and the algorithm is executed as shown in (3) and (4). If 639 

the result calculated by candidate Cj is inconsistent with the 640 

announced result, candidate Cj first verifies the authenticity 641 

of the ballot shares shared by each other candidate C1 Cm 642 
(excluding C ) through the verification information broadcast 

600 m + 1 ballot shares, where the value of hm(0) is the final Cm’s j 643 

on the blockchain. The specific verification can be executed 644 

601 ballot result cm, when x is 0. At this point, the coefficients of through (2), and then the Cj informs the corresponding 645 

602 the polynomials {am,1, am ,2,..., am,m} are re-executed as the 

603 output values of hm−1(x) with the Lagrange interpolation algo- 

604 rithm, and finally recover hm−1(x), the obtained coefficients 

605 {am−1,1, am−1,2,..., am−1,m−1} and the ballot result value 

606 cm−1 of Cm−1. Repeat the above operation until j = 1. CSP 
607 can finally recover the polynomial h1(x), and when x is 0, the 

dishonest behaviors and imposes the corresponding penalties. 

If all the verifications are correct, then the malicious behavior 

of corresponding CSP node is notified to the whole system. 

 
V.  SECURITY AND PERFORMANCE ANALYSIS 
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649 

608 value of h1(0) is the final ballot result value c1 of C1. Through 
609 m rounds of iterative execution, CSP can obtain the final ballot 

610 result of C1 Cm: cm, cm−1,..., c1, and the calculated final 
611 ballot result is uploaded to SC, which publishes the final ballot 

612 result to the blockchain. 

613 User Verification Subphase When the CSP publishes the 

614 calculated final ballot results to the blockchain via SC, all users 

615 in the system can see the final ballot results, and procedure of 

616 the user verification subphase is shown in Fig. 7. All users in 

617 the system can verify the correctness of the ballot results. 
618 First, Vi needs to publish his qualification proof ai to 

A. Security Analysis 650 

In this section, we will analyze potential attacks and 651 

misbehavior and present how ISE-Voting fights against them 652 

in detail. 653 

In addition, we provide a security comparison of 654 

blockchain-based e-voting schemes, as shown in Table II. 655 

The tested e-voting schemes, include S-Voting [29], 656 

BC-Voting [30], D-bame [31], and HM-Voting [32]. 657 

1) Unforgeability: Suppose that event Tγ means adver- 658 

sary A wins the game γ  and generates forgery 659 

(c∗ , EIDs∗,σ ∗ ). For the case where the voter’s ID 660 

1,1 ID ID 

619 the blockchain, and then work with the remaining voters Vj 

620 (where j = 1, 2 , . . .  , n and j /= i) to jointly compute the value 

621 of the polynomial h(xm+2). Vi constructs h(xm+2) by using 
622 the ballot results cm, cm−1,...,  c1 published by SC, executing 

belongs to EIDs, there are four possible cases involved 661 

in signing the ballot cID: 662 

Event T1: A’s forgery successfully passes verification, 663 

AdvForge = Pr[A succeeds], i.e., AdvForge(k) = 1. 664 

623 steps referenced to Algorithm 3, where c is replaced by cj 
A 

I 
A

 

624 and a1,1 is replaced by
  n

 
i 
1,1 

IDi 

. The broadcast verification 
Event T1: If  event  T1  occurs,  through the  simu- 665 

lated extractability feature of the NIZK protocol, 666 

625 message is then used in conjunction with (5) to prove that the the  statement  x = (c∗ , UR
∗, A∗ , Mpk)  will 667 

ID EIDs 

626 CSP computes the final ballot results correctly extracts the corresponding knowledge w, ensuring that 668 

((c∗ , MR
∗, A∗ , Mpk), (SID

∗, ID∗, path∗ )) ∈ R is ful- 669 m ID EIDs ID 

hm(xm+2) mod q 
? n( 

(xm+2)j ) filled. We have Pr[TI ] = Pr[T1] − negl(k). This event 670 

j=0 

628 If the equation holds after verification through (5), it means 

can be divided into two disjoint subevents T1.1 and T1.2: 671 

T1.1: ID∗ ∈ EIDs∗: Due to the fact that DS realized 672 

EU-CMA security, we can conclude that Pr[T1.1] ≤ 673 
EU-CMA 

629 that the CSP has truthfully carried out the calculation of the AdvA < negl(k). 674 

j 

a 

627 g mod p = αj mod p. (5) 
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1,1 

1 nodes effectively distributes the computational load 762 

of the system, enhancing its concurrent processing 

A,NIZK 

 
 

675 

 

I 
1.2 : ID∗ ∈/ EIDs∗: In this case, the extractor run- 

676 ning on the forgery of A generates a valid witness 

677 (w∗ ) for the extracted identity (ID∗) not included in 
678 the ring. It also generates the auxiliary information 

679 
∗ 
EIDs ). That is, (A∗ , M∗) = Acc.Eval(pp, EIDs), 

680 but Acc.Verify(M∗, A∗ , w∗ , ID∗) = 1. So if this 
R EIDs ID 

681 event occurs the collision freeness property of ACC is 

682 destroyed. So we can conclude that Pr[TI ] < negl(k). 
683 Therefore, Pr[TI ] = Pr[TI ] + Pr[TI ] < negl(k). So Fig. 8.  Comparison of identity-based ring signature sizes. 

1 1.1 
1.2

Forge 

684 

 
685 

we have Pr[T1] < negl(k). i.e., Pr[AdvA (k) = 1] = 
Pr[T1] < negl(k). the validity and reliability of the input data. Additionally, 732 
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700 

2) Anonymity: The anonymity of ISE-Voting is achieved 

through the zero-knowledge property of NIZK based on 

MPC-in-the-Head. For the previous property, we use a 

game-based approach to show that ISE-Voting is capable 

of voting anonymity, considering the event Eτ in which 

adversary A wins in GAMEτ : 

GAME1: Adversary A runs AdvAnon. 

GAME2: Same game as the previous one, but the proof π 

(note that π = σID) generated using NIZK on circuit C 

is replaced by the output of its simulator NIZK.Sim. This 
is computationally indistinguishable from the previous 
game due to the zero-knowledge nature of NIZK. 

Therefore, we can conclude that |Pr[T2] − Pr[T1]| = 

Advzk < negl(k). 
3) Correctness: In our design of ISE-Voting, the blockchain 

the ballot data is stored across multiple network nodes 733 

in the blockchain system, where each node operates 734 

independently and is unaffected by others. This reduces 735 

the impact of individual node failures or abnormal 736 

data on the overall counting results, thereby enhancing 737 

the system’s healthy. Furthermore, once the ballots 738 

and recorded information are added to the blockchain, 739 

they cannot be modified or deleted. This feature pre- 740 

vents data tampering and improper manipulation, further 741 

strengthening the stability and reliability of ISE-Voting 742 

in uncertain environments. 743 

7) Fault Tolerance: The ISE-Voting ensures fault toler- 744 

ance through multinode backups and distributed storage 745 

on the blockchain. As mentioned before, the ballot 746 

shares are divided into multiple subshares [hm(xj) = 747 

701 system is used as a database to store various data 
n 
i=1 h

m(xj) (where j = 1 , . . . ,  m, m+1) ] and are stored 748 
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713 

generated during the e-voting process. The Vi(i E [1, n]) 

calculates the value of the polynomial hm(xm+2) by 

using the set of points x 1 , . . . ,  xm in conjunction with the 
system-provided privacy data in the ballot cutting stage, 
and then compares the result of the calculation with the 

system-provided polynomial value hm(xm+2). If they are 

consistent, then this means that the computation process 
was performed truthfully. 

4) Verifiability: As we introduced in the user verification 

stage, all users in the system can verify the correctness 

of the final reconstructed ballot results. The Vi publishes 

proof ai  to the blockchain and then calculates the value 

separately in different counting nodes. This way, even 749 

if some nodes fail or are attacked, the system can still 750 

recover complete information from the remaining nodes. 751 

Furthermore, even if malicious nodes obtain the secret 752 

shares, they cannot forge the ballots. This guarantees 753 

the security and integrity of the ballot’s secret shares, 754 

ensuring the final results as well as the fault tolerance 755 

of the system. 756 

8) Scalability: In our design of ISE-Voting, the memory 757 

usage of voter signatures grows logarithmically with the 758 

total number of voters, ensuring high efficiency and flex- 759 

ibility. Additionally, the dispersion of ballot subshares 760 
[(x , hm(x )),  , (x , hm(x ))](j E[1, m + 1]) across m + 

714 

 
 

of the polynomial ~h(xm+2 )  in conjunction with the other 
j 1 j j n j 761 
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721 

(5) in order to verify the final ballot results. The EI and 

the individual candidates can work through the subshare 

of the secret ballots in order to verify the correctness of 

the result. 

5) Immutability: In our scheme, data information is 

publicly stored on the blockchain, which makes it impos- 

capability. As a result, the system can accommodate 

a large number of concurrent voters and ballots while 

maintaining stable and efficient operation, even as the 

user scale continues to grow. 
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724 

sible for any malicious attacker V∗ to utilize adversary 

information for valid signatures, thus it enables the 

voters to monitor the potential malicious behavior of the 

B. Performance Analysis 768 

In our experiments, we set the number of voters n ranging 769 

from 26 to 220. As shown in Fig. 8, where le6 is 106. In 770 

715 

T 

(A 

voters, and then combines the on-chain information with 

725 EV. Additionally, a complete ballot can only be restored our scheme, ISE-Voting derives its security from the collision 
 

771 

726 if all “counters” are honest and cooperative. Malicious resistance and one-way attribute of the hash function H. These 772 

727 behavior by any individual “counter” will be detected hash functions have the optimized complexity and only require 773 

728 and tracked. the assumption of the existence of an one-way function, 774 

729 6) Robustness: After voters submit their ballots through the which reduces the overall size of the proof circuits C and 775 

730 ISE-Voting, the system filters out abnormal data through the signatures. Additionally, the security of the anonymous 776 

731 a strict identity and ballot verification process, ensuring signatures in ISE-Voting is based entirely on symmetric key 777 

 



 

TABLE III 

COMPARISON OF SIGNATURE EFFICIENCY AND SECURITY 

 

 

778 operations, making the scheme resistant to quantum attacks. 

779 We choose two different hash functions: 1) the cryptographic 

780 hash function SHA-3 and 2) the block cipher LOWMC based 

781 on the substitution-permutation network (SPN) structure for 
782 specific analysis. Specifically, when the numbers of voters n 

6 12 20 

783 are 2 ,  2 , and 2 , and the underlying hash functions is 

784 LOWMC, the sizes of the identity-based ring signatures of our 

785 scheme are 169.902, 170.145, and 170.645 MB, respectively. 

786 Meanwhile, when the underlying hash function is SHA-3, 

787 the sizes of the identity-based ring signatures of our scheme 

788 are 3618, 3622, and 3627 MB, respectively. Compared to 

789 the secure IBLS scheme [34], which has ring signature sizes 

790 of 5, 335, and 32 243 MB, respectively. Our proposed ISE- 

791 Voting shows that the cost of signatures increases in a nearly 

792 horizontal manner with the increase in the number of voters. 

793 We consider aspects of signing efficiency as well as security. 

794 The evaluation is made at k = 128 bit post-quantum security 
795 level, and the results are shown in Table III. UIBS [33], 

796 IBLS [34], and TLIBS [35] are identity-based ring signature 

797 schemes. The signing key in the UIBS scheme is only 160 bit 

798 and it does not provide post-quantum security. The signature 

799 key in the IBLS scheme is 600 MB and it has post-quantum 

800 security. The size of the signing key in the TLIBS scheme 

801 depends on the size of the ring set n and the security 

802 parameter γ . Therefore, according to the table, ISE-Voting has 

803 better performance in terms of signature size. 

 
Fig. 9. When m = 2, the running time cost of each stage of the counting 
subphase. 

804 In addition, in order to more comprehensively evaluate 

805 and analyze the time overhead of ISE-Voting in the stages 

806 of the ballot counting subphase, we conduct experiments on 

807 a Lenovo laptop computer by using the Python language. 

808 The laptop was configured with an Intel Core i5 CPU i5- 

809 13500 h at 2.6 GHz and 16 GB of RAM. There are five stages 

810 of the vote counting subphase (i.e., the ballot cutting stage, 

811 the ballot subshare sharing stage, the verification message 

812 broadcasting stage, the ballot share verification stage, and 

813 the ballot reconstruction stage). Among them, the four stages 

814 except the second one occupy the major time overhead of our 

815 scheme. Therefore, we analyze them in detail. 

 

 

 

 

 

 

 

 

 

 

Fig. 10. When m = 3, the running time cost of each stage of the counting 
subphase. 

816 Fig. 9 shows running time of the four stages when the  

817 number of candidates and the number of voters ranges from the verification message broadcasting stage takes about 1.06 s, 
 

828 

818 10 000 to 100 000. It is worth noting here that when the the ballot share verification stage takes about 0.093 ms, and 829 

819 number of voters reaches 100 000, the ballot cutting stage the ballot reconstruction stage takes about 0.96 ms. 830 

820 takes about 13.4 s, the verification message broadcasting stage The ballot cutting stage and reconstruction stage are two 831 

821 takes about 0.171 s, the ballot share verification stage takes of the more important stages in the vote counting subphase, 832 

822 about 0.06 ms, and the ballot reconstruction stage takes about and they are directly related to the runtime of the entire 833 

823 0.001 s. vote counting subphase. Fig. 11 gives a comparison of the 834 

824 Fig. 10 gives the running time of four stages when the running time when the numbers of candidates are 2–5, and the 835 

825 number of candidates m = 3 and the number of voters ranges number of voters is between 20 000 and 100 000, respectively. 836 

826 from 10 000 to 70 000. Note that, when the number of voters According to Fig. 11, we can know that when the number of 837 

827 reaches 70 000, the ballot cutting stage takes about 16.98 s, candidates reaches 5 and the number of voters is 20 000, the 838 

 



 

 

 
 

Fig. 11. Performance relationships between numbers of participant and voting 
time. (a) Ballot cutting. (b) Ballot reconstruction. 

 

 
839 ballot cutting stage takes 12.68 s, and the ballot reconstruction 

840 stage takes 2.6 ms. When the number of voters is 100 000, the 

841 ballot cutting stage takes 63.32 s, and the ballot reconstruction 

842 stage takes 2.81 ms. 

843 By comprehensively analyzing the above data, we can con- 

844 clude that ISE-Voting outperforms other methods in security 

845 and shows good efficiency in both the voting phase and the 

846 counting subphase. It is proven that ISE-Voting is well-suited 

847 for a broad range of voting requirement scenarios on IoT 

848 devices and provides a reliable solution. 
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